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Security management standard — ISO 17799/BS 7799

M J Kenning

BS 7799, the standard for information security management, covers the appropriateness and effective use of security
controls following a risk analysis that identifies the relevant assets and the security threats to them. This paper describes
how one unit approached certification and became the first in BT to gain it. It then goes on to discuss what has been learned,
the technical implications and how that could be applied for competitive advantage.

1. Introduction

BS 7799 was developed in the early 1990s as a result of
demand from industry, government and commerce for a
common information security framework. Organisations
felt that they needed to assure those with whom they do
business that they operate to a common minimum security
standard. They also needed to be able to provide others with
assurances about their own security.

A group of companies, including BOC, BT, Marks and
Spencer, Midland Bank, Nationwide Building Society,
Shell and Unilever, co-operated in the development of the
Code of Practice for Information Security Management —
BS 7799 Part 1 Code of Practice. The Specification for
Information Security Management Systems — BS 7799
Part 2 — was published in February 1998 [2, 3]. Part 1 of
the standard was published as the international standard
ISO/IEC 17799 Part 1 code of practice for information
security management in December 2000 [4].

In the UK the scheme for accredited certification of an
organisation’s information security management system
(ISMS) to the requirements of BS 7799, is known as
‘c:cure’. The scheme, commissioned by the DTI in 1998
and managed by BSI-DISC, requires participating
certification bodies to be accredited by recognised national
accreditation bodies for this activity [5]. c:cure also requires
that the auditors used by a certification body for assessment
of organisations against the scheme criteria are registered
specifically for this activity with a recognised auditor

registration scheme, such as that offered by the International
Register of Certified Auditors.

A certificate issued under the scheme is valid for
three years, subject to satisfactory maintenance of the
system, which will be checked during surveillance visits at
least annually. Thereafter, certificates will typically be
renewed for a further three years.

In short, conformance to BS 7799 is a matter of putting
in place appropriate security controls in the first instance,
coupled with ongoing monitoring and improvements to
ensure that the controls remain effective and appropriate.
The decision as to what is appropriate depends upon
understanding the risks and costs involved. Understanding
the risk means knowing what the assets are, what the
possible threats to those assets are, and the likelihood and
possible impact of a security breach on the business.  

2. The standard 

• an information security policy,

• allocation of information security responsibilities
within the organisation,

• asset classification and control,

• personnel security, responsibilities and training,

• physical and environmental security,

• communications and operational systems security,

• access controls,

S ecurity is more than using the right technology. In the
words of cryptographer Bruce Schneier: ‘If you think

technology can solve your security problems, then you
don’t understand the problems and you don’t understand the
technology’ [1]. Security is as much about people, and the
way they use the technology. The information security
management standard, BS 7799 [2, 3], addresses this very
issue.

BS 7799 is designed to assure the confidentiality,
integrity and availability of information assets. This is

achieved through security controls implemented and
maintained within the organisation. The key areas identified
by BS 7799 for the implementation of an information
security management system are: 
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• systems development and maintenance,

• business continuity,

• periodic compliance reviews.

The Information Security Management System includes
the following:

• scope statement,

• security policy document,

• asset list,

• risk assessment,

• statement of applicability,

• business continuity plan.

The Information Security Management System will also
include processes which continually monitor the
effectiveness of security protections for the information and
associated systems.

BS 7799 is not a once and for all process — there is a
requirement for continual monitoring and ongoing
improvement. Nor is it a substitute for evaluation criteria
such as the Common Criteria [6] or the ITSEC scheme [7].
There could, however, be an implicit level of trust placed in
a product or system created or run by an organisation which
is BS 7799/ISO 17799 certified.

3. Case study — certification of the SETT

Following the  successful  certification of  BT Security’s
 policy set in 1999 [8], it was decided to seek certification

for a unit within BT. The benefit to be gained, in addition to
the intrinsic benefits of the process improvements involved,
was anticipated to be the insights and experience which
could then be fed out to other parts of BT wishing to go
down that route. The plan was successful and the Security

Evaluation and Test Team (SETT) became the first unit in
BT to achieve certification to BS 7799. 

The Security Evaluation and Testing Team is a team of
five people whose main area of responsibility is to work
with BT Security in the application of the BT Security
Evaluation and Certification Scheme (BTSECS). An
ambitious plan was drawn up (Table 1) and the process
adopted is illustrated in Fig 1.

Table 1 SETT certification project plan.

To achieve certification, and to carry out the ongoing
management of the ISMS it was decided to create a Security
Forum. The principal duties of the Security Forum are
measuring and continually improving compliance with the
ISMS (see Fig 2). These duties include:

• setting the ISMS scope,

• reviewing and approving all documentation associated
with the ISMS,

• carrying out risk assessment and recording all changes,

• adopting security controls which reduce the security
risk, consistent with the commercial imperatives of the
team,

• appointing a security manager,

1 November 1999 Workpackage start

Understand BS 7799 requirements

13 December 1999 Consultancy input 

Develop 1st draft of 7799 document set 

1 February 2000 Gap analysis by external auditors

Review and issue 1.0 of 7799 document set

2—3 March 2000 Audit stage 1

Corrective actions
Review and issue 1.0 of 7799 document set

29—30 March 2000 Audit stage 2

Fig 1 SETT certification process.
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• conducting compliance checks against the ISMS,

• implementing and monitoring corrective actions
arising from compliance checks,

• reviewing security incidents and producing a log of
incident reports,

• reviewing security news.

A major challenge facing the team was that, as part of a
large company, the team had little control over large areas
of policy and process relating to security which were set
company wide. For example, BS 7799 has specifications

relating to the recruitment of personnel, but such matters are
dealt with by the company Human Resources department.
Similarly accommodation and IT infrastructure, such as file
servers, local and wide area networking provision, are all
handled at company level.

The approach adopted by the team was to identify all
such interfaces between the team and external environment
(including the rest of the company) and examine the service
level agreements for each interface (see Fig 3). If the level
of service was deemed to be adequate, no further action was
taken. If not, a decision was taken to supplement the service
in an appropriate way and a suitable control implemented.

BS 7799 is not a quality standard as such but assumes
relevant actions are done in a quality way. The philosophy
‘Say what you do and do what you say’ underpins the audit
process. It is necessary to be able to show that information
security management decisions have been made and
followed up. This implies quality processes for recording
and monitoring work, but no specific processes or recording
mechanisms are mandated.

A major difference between BS 7799 and ISO 9001,
say, in the experience of the team, was that the standard has
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 Fig 2 Security Forum process.

Fig 3 SETT interfaces.
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built-in best practice security requirements. This means that
there are assumed controls to be either adhered to or
explained away. The standard can be thought of as a quality
standard with a security attitude.  

4. Technical implications

‘Appropriate control objectives and controls shall be
selected from clause 4 for implementation by the
organisation, and the selection shall be justified.’

Clause 4 of the standard sets out the detailed security
controls corresponding to the key areas listed here in section
2, above. In addition to procedural and personnel security,
these controls imply the use of technical security measures,
including:

• virus detection and prevention,

• protection of the privacy of personal data,

• use of encryption, for example to protect data on
laptops,

• network security, including access controls, user
segregation and routeing controls.

Achieving BS 7799 certification can therefore involve
rolling out appropriate technical controls to protect
information on systems used by the organisation, and
security upgrade to the organisation LAN. 

In the case of the SETT, the team was able to
demonstrate that it benefited from the inherent security of
BT’s intranet. This includes access control to the LAN, site-
wide FDDI ring, and switched Ethernet within buildings.
The use of fibre distribution and switching technology raise
the level of confidence that packets cannot be intercepted or
interfered with (see Fig 4).

Fig 4 Generic switched Ethernet.

5. Commercial advantage

• its customers are asking for BS 7799,

• its customers include government, banks or financial
institutions,

• it is developing eBusiness applications,

• it wants to take information security seriously.

5.1 Cost of security 

While it is true that security in general, and certification
to BS 7799 in particular, imply a cost, it is also true that
inadequate security can also be very costly.

The Information Security Breaches Survey 2000
Technical Report [9] states that 60% of the organisations
surveyed had experienced a security breach in the 2 years
since the previous survey. This had increased dramatically
from the 1998 figure of 40%. The same report states that:
‘... very few organisations were able (or prepared) to report
the business implications of the security breaches they had
suffered — but those that were, indicated that the cost of a
single breach could be in excess of £100,000’. A previous
survey had put the average cost of a security breach at
£16,000 [10].

The recent ‘Love Bug’ virus is reckoned to have caused
$2.6 billion worth of damage world-wide.

Avoidance of just one serious security breach per year
would probably cover the cost of BS 7799 conformance.

5.2 Market for security

The potential future market for security services is
considerable. According to GartnerGroup, world-wide
eCommerce will grow to approximately $7.3 trillion in
2004 [11]. This growth in eCommerce will entrain massive
demand for security consultancy and software. 

Dresdener Kleinwort Benson, based on information
gathered from various industry sources, estimates that the
Internet security software market will reach $13.3bn by
2004, equating to a 24% compound annual growth rate.
Further they estimate that the market for global eSecurity
will grow from under US$1bn in 1999 to over US$10.8bn
over the next four years, an annualised rate of 68% [12].

5.3 Government attitude to BS 7799

Government is committed to BS 7799, both internally
and as a requirement to be placed on suppliers of IT services
to Government. The Cabinet Office has instructed each
government department to put plans in place to show how
and when they will implement BS 7799 [13]. 

BS 7799 Part 2 includes the following requirement in
Clause 3.2c [3]:
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Acommercial organisation looks at a proposed
innovation from two standpoints — does it drive down

costs, does it drive up revenues. There are several reasons
why a commercial organisation would be considering
BS 7799 Certification: 
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The document entitled ‘A Commercial and Policy
Framework for the Third Party Delivery of Government
Services’ is part of a set of documents published in
conjunction with the Modernising Government white paper.
That document states that:

‘The holder of a licence will be certified as compliant
with BS 7799 in terms of security policy, personnel
security, physical and environmental security,
computer and network management, system access
control, business continuity planning.’ [14]

5.4 The Data Protection Act 1998

The Data Protection Act 1998 lays out a set of eight
principles and effective information security is implicit in
all of them [15]. However, it is Principle 7, relating to the
prevention of unauthorised or unlawful processing, and of
accidental loss or damage to data, which deals most directly
with the need for confidentiality, integrity and availability
of data. All organisations have to comply with the eight
principles.

Putting in place a BS 7799-conformant ISMS can be a
cost-effective way of inculcating an information security
culture throughout the organisation. At the very least, an
organisation which has an Information Security
Management System will be in a better position to
demonstrate compliance with the Act.  

6. Conclusions

BTexact Technologies is BT’s technology business and
therefore information security is crucial both in defence of
the information assets of the business and reassuring
customers that their information is in safe hands. BS 7799
Certification is an independent mark of quality in the
external market-place. 
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Gaining BS 7799 Certification for the Security
Evaluation and Test Team was beneficial because it has

resulted in process improvements in the way the team works
and also provides an external validation for the quality and
effectiveness of the team’s professional expertise in
information security management. This is seen as a useful
selling point for the services of the team in the
commercially independent climate in which the company
increasingly intends to operate in the future. Mike Kenning has worked for BT since 1989

and leads a team of security designers within
the security technologies unit in BTexact
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distributed systems and information security.
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tokens and authentication mechanisms for
networked applications.
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actions. He also led the Security Evaluation
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anisational unit within BT to achieve BS 7799 Certification, in March 2000.
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mathematical model for the motion of elastic-plastic interfaces in a material
subjected to dynamic stresses beyond the yield point, as created by
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