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1. Introduction to Security Risk Analysis

Security risk analysis, otherwise known as risk assessment, is fundamental to the security of any organisation. It is essential in ensuring that controls and expenditure are fully commensurate with the risks to which the organisation is exposed. 

However, many conventional methods for performing security risk analysis are becoming more and more untenable in terms of usability, flexibility, and critically... in terms of what they produce for the user. 

Security in any system should be commensurate with its risks. However, the process to determine which security controls are appropriate and cost effective, is quite often a complex and sometimes a subjective matter. One of the prime functions of security risk analysis is to put this process onto a more objective basis.

There are a number of distinct approaches to risk analysis. However, these essentially break down into two types: quantitative and qualitative. 

Quantitative Risk Analysis 

This approach employs two fundamental elements; the probability of an event occurring and the likely loss should it occur. 

Quantitative risk analysis makes use of a single figure produced from these elements. This is called the 'Annual Loss Expectancy (ALE)' or the 'Estimated Annual Cost (EAC)'. This is calculated for an event by simply multiplying the potential loss by the probability.

It is thus theoretically possible to rank events in order of risk (ALE) and to make decisions based upon this.

The problems with this type of risk analysis are usually associated with the unreliability and inaccuracy of the data. Probability can rarely be precise and can, in some cases, promote complacency. In addition, controls and countermeasures often tackle a number of potential events and the events themselves are frequently interrelated.

Notwithstanding the drawbacks, a number of organisations have successfully adopted quantitative risk analysis. 

Qualitative Risk Analysis 

This is by far the most widely used approach to risk analysis. Probability data is not required and only estimated potential loss is used.

Most qualitative risk analysis methodologies make use of a number of interrelated elements: 

THREATS

These are things that can go wrong or that can 'attack' the system. Examples might include fire or fraud. Threats are ever present for every system.

VULNERABILITIES 

These make a system more prone to attack by a threat or make an attack more likely to have some success or impact. For example, for fire, a vulnerability would be the presence of inflammable materials (e.g. paper). 

CONTROLS

These are the countermeasures for vulnerabilities. There are four types: 

Deterrent controls reduce the likelihood of a deliberate attack 

Preventative controls protect vulnerabilities and make an attack unsuccessful or reduce its impact 

Corrective controls reduce the effect of an attack 

Detective controls discover attacks and trigger preventative or corrective controls.

2. ISO/IEC 17799 – BS 7799

2.1. A Condensed History

The origin of ISO/IEC 17799 goes back to the days of the UK Department of Trade and Industry's (DTI) Commercial Computer Security Centre (CCSC). Founded in May 1987, the CCSC had two major tasks.

The first was to help vendors of IT security products by establishing a set of internationally recognised security evaluation criteria and an associated evaluation and certification scheme. This ultimately gave rise to the ITSEC and the establishment of the UK ITSEC Scheme. The second task was to help users by producing a code of good security practice and resulted in a "Users Code of Practice" that was published in 1989. This was further developed by the National Computing Centre (NCC), and later a consortium of users, primarily drawn from British Industry, to ensure that the Code was both meaningful and practical from a users point of view.

The final result was first published as a British Standard's guidance document PD 0003, A code of practice for information security management, and following a period of further public consultation recast as British Standard BS7799:1995.

A second part BS7799-2:1998 was added in February 1998. Following an extensive revision and public consultation period, that began in November 1997, the first revision of the standard, BS7799:1999 was published in April 1999. Part 1 of the standard was proposed as an ISO standard via the "Fast Track" mechanism in October 1999.  The international ballot closed in August 2000, and received the required majority voting. In October 2000, eight minor changes to the BS text were approved and the standard was published as ISO/IEC 17799:2000 on 1st December 2000. 

Meanwhile "BDD/2" (the BSI/DISC committee responsible for the development of BS7799), is preparing to upgrade Part 2 in readiness for it to be proposed as an ISO standard.

2.1.1. The Quest for International Recognition

This is not the first time BS7799 has been proposed as an ISO standard.  The original version, BS7799:1995 was submitted in the summer of 1996 but was narrowly defeated. Those countries that voted in its favour were not dismayed, however. Australia and New Zealand, for example recast it (by changing the UK legislative references to corresponding Australian and New Zealand references) and re-published it as AS/NZS 4444. The Netherlands embraced it wholesale and established a certification scheme, which went live early 1997.  This international interest encouraged the British to develop the standard further. 

2.1.2. Certification Schemes

Indeed, much to the British chagrin, the Dutch were the first to establish a certification Scheme. It included revolutionary ideas on entry and advanced level certification, and self- as well as third party certification. The "advanced level" certification recognised that that in real life it might be necessary to apply safeguards other than those listed in BS7799.  BDD/2 applauded this idea, and married it with its own ideas on third party certification to create the "c:cure" scheme.

2.1.3. BS7799 Part 2

But there was a problem... 

Because BS7799:1995 was a code of practice, how could an assessor associate a pass or fail verdict? Indeed, if non-BS7799 controls could be included, how would an assessor know which safeguards were to apply and which were not. The answer lay in the creation of BS7799 Part 2 which spells out precisely what an organisation and the assessor need to do in order to ensure successful certification. Almost by accident, the creation of Part 2 has led some people to conclude that the concept of an ISMS is perhaps far greater and fundamental importance than the original Code of Practice. By the inclusion of a variety of feedback loops, an ISMS allows managers to monitor and control their security systems thereby minimising the residual business risk and ensuring that security continues to fulfil the corporate, customer and legal requirements.

c:cure - or not c:cure

Less than two years after its creation, the UK "c:cure" certification scheme found itself challenged by alternative schemes predicated on EA7/03, a document entitled "Guidelines for the Accreditation of Bodies operating Certification/Registration of Information Security Management Systems". This is a document agreed and recognised throughout Europe and the members of the European co-operation for Accreditation. It has formed the basis of various third party audits undertaken within the USA, mainland Europe, Africa and the UK and is recognised in other parts of the world. In view of the wider acceptance of EA7/03, as of 2nd October 2000, the DTI withdrew its support for c:cure and the effectively the c:cure scheme has been terminated, to be replaced by the internationally accepted norm.

2.1.4. The Future

Is the work over in developing the standard? Will the revised version of BS7799-2 merely be a revision of the current version aligned with ISO Guide 72, or will it really tell us how to build an ISMS? Will it recognise that a relatively high proportion of ISO/IEC 17799:2000 controls are actually essential (i.e. more than the 3 that it currently recognises)?  Will it recognise the importance of "self policing" procedures, the need to keep abreast of CERT reports and the relevance of the Marketing Department to Business Continuity?  Let's wait and see... 

We should also be looking forward to the establishment of many more national certification schemes, and the facilitation of the mutual recognition of certificates, or otherwise the "registration" of ISMSs.

Insurance companies, notably in Norway and Switzerland, have recognised the importance of BS7799-2 in risk management, and now offer discounts if you are BS7799-2 certified.

Another interesting area is the combined use of BS7799-2 with the Common Criteria (ISO/IEC 15408:1999) to tackle issues such as the "maintenance of assurance".

BS7799 : How it Works

The standard effectively comes in two parts:

ISO/IEC 17799:2000 (Part 1) is the standard code of practice and can be regarded as a comprehensive catalogue of good security things to do. 

BS7799-2:1999 (Part 2) is a standard specification for an Information Security Management Systems (ISMS). An ISMS is the means by which Senior Management monitor and control their security, minimising the residual business risk and ensuring that security continues to fulfil corporate, customer and legal requirements. 

Please note that certification is against BS7799-2:1999.

2.1.5. Part 1: The Code of Practice

ISO/IEC 17799:2000 defines 127 security controls structured under 10 major headings to enable readers to identify the particular safeguards that are appropriate to their particular business or specific area of responsibility. These security controls contain further detailed controls bringing the overall number somewhere in the region of 500+ controls and elements of best practice.

1. Business Continuity Planning

2. System Access Control

3. System Development and Maintenance

4. Physical and Environmental Security

5. Compliance

6. Personnel Security

7. Security Organisation

8. Computer & Operations Management

9. Asset Classification and Control

10. Security Policy

The standard stresses the importance of risk management and makes it clear that you do not have to implement every single guideline; only those that are relevant. The scope of the standard covers all forms of information, including voice and graphics, and media such as mobile phones and fax machines. The new standard recognises new ways of doing business, such as e-commerce, the Internet, outsourcing, tele-working and mobile computing.

2.1.6. Part 2: The Management Standard

BS7799-2:1999 instructs you how to apply ISO/IEC 17799 and how to build an ISMS. It defines a six-step process, see Figure 1.

1. Information Policy

2. Scope

3. Risk assessment

4. Risk management

5. Choose your safeguards

6. Statement of applicability

Figure 1 - The major steps towards BS7799-2 compliance
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Information Policy

It invites you to stand back and think about all of your information assets and their value to your organisation. You ought then to devise a policy that identifies what information is important and why. From a practical point of view, it is only that information with some significant value that should be of concern.

Scope

Excluding low value information allows you to define the scope of your management concerns. You may discover that your concerns pervade your organisation as a whole. In this case you will need to regard all of your information systems and their external interfaces -IT and electronic forms of communication, filing cabinets, telephone conversations, public relations and so on, as being in scope. Alternatively, your concerns may focus onto a particular customer-facing system. For example, an interesting extreme is the application of BS7799-2:1999 to the development, manufacture and delivery of a security product.

Risk assessment

Now you know what information is in scope and what its value is, your next move should be to determine the risk of losing that value.

Remember to consider everything. At one extreme you need to consider the complexities of technology; at the other you need to consider business forces in terms of advancing technology and enterprise, as well as the ugly side of industrial espionage and information warfare.

Risk management

You then need to decide how to manage that risk. Your forces certainly include technology, but don't forget people, administrative procedures and physical things like doors and locks and even CCTV. Don't forget insurance. If you can't prevent something from happening, maybe you can discover if it does happen and do something to contain it or otherwise reduce the danger. In the end, you will of course need an effective continuity plan. 

Choose your safeguards

You will then need to choose your "safeguards", i.e. the ways you have selected to manage the risk. BS7799-2:1999 lists a wide variety of such measures, but the list is not exhaustive and you are free to identify additional measures as you please.  The list is drawn 1:1 from ISO/IEC 17799:2000. 

Statement of applicability

You are required to identify all of your chosen security controls and justify why you feel they are appropriate, and show why those BS7799 controls that have not been chosen are not relevant. Clearly you could decline every BS7799 offering and invent your own. This is not a problem - it is allowed. However, you need to justify it - as much for your own benefit as anyone else's.

The Information Security Management System (ISMS)

The standard requires you to set up an Information Security Management System (ISMS) to make this happen. You should really, of course, set this up in the first place, but standards don't tell you how to do things, merely what you should achieve.

2.1.7. Certification schemes

Certification schemes are being established in many parts of the world. It is therefore useful to reveal who the players are and what is going on. Have a look at Figure 2.

The European co-operation for Accreditation document EA7/03 provides guidance to National Accreditation Bodies for the accreditation of Certification Bodies wishing to assess ISMSs, e.g. against BS7799-2:1999.  The various National Accreditation Bodies around the world operate a "mutual recognition" process that allows certificates awarded in one country to be accepted by the Accreditation Body of another.

In order to be awarded a certificate, your ISMS will be audited by a BS7799 assessor. The assessor cannot also be a consultant. There are very strict rules about this. The assessor will work for a Certification Body (such as BSI Assessment Services Limited and Det Norske Veritas).

Figure 2: Relationship between scheme players 
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The Certification Body will award you the certificate. The certificate will document the scope of your ISMS and other relevant details, such as the statement of applicability. Only Certification Bodies that have been duly accredited by a National Accreditation Body can issue certificates.

The assessor will return periodically to check that your ISMS is working as intended.

2.1.8. BS 7799 topics overview

BS7799 is a detailed security standard.

It is organised into 10 major sections, each covering a different topic or area:

1. Business Continuity Planning

2. System Access Control

3. System Development and Maintenance

4. Physical and Environmental Security

5. Compliance

6. Personnel Security

7. Security Organisation

8. Computer and Network Management

9. Asset Classification and Control

10. Security Policy

The knowledge base supplied with COBRA Risk Consultant employs this methodology and variations of it.

Introduction to COBRA 

COBRA, or 'Consultative, Objective and Bi-functional Risk Analysis', consists of a range of risk analysis, consultative and security review tools. These were developed largely in recognition of the changing nature of IT and security, and the demands placed by business upon these areas. 

The first such undercurrent of change was the growing acceptance that IT security was a business issue. It was, and is, becoming largely expected that security reviews should be business related, with cost justified solutions and recommendations.

Another issue, very much of the late 90s, is the search by many organisations for a better and more visible return on their security budgets. To achieve this many adopt new approaches to the traditional constraints of lack of expertise, time and finance.

Often, a formal risk analysis technique is employed. However, conventional methods and tools simply do not address the new demands placed by business management. Some go part of the way, but tend to introduce their own drawbacks and difficulties.

COBRA, and its default methodology, evolved very much to tackle these issues properly. It was developed in full co-operation with one of the world's major financial institutions and followed many years of research.

It was recognised that business users should be involved from the outset. This carries a number of advantages, and shapes the entire review. In addition, a number of other radical departures were called for. 

The result was a risk analysis methodology and tool that will meet the most stringent of requirements, fully satisfying the changing demands placed upon the security or audit team.

We will outline the main features of COBRA, as well as providing some background into security risk analysis itself.

2.2. COBRA Risk Consultant 

2.2.1. Features 

COBRA Risk Consultant provides a complete risk analysis service, compatible with most recognised methodologies (qualitative and quantitative). It is a questionnaire based PC system using 'expert' system principles and an extensive knowledge base.

It evaluates the relative importance of all threats and vulnerabilities and generates appropriate recommendations and solutions. In addition, its reports provide a written assessment and relative risk score, or level, for each risk category. The risks identified are automatically linked with the potential implications (financial, customer loss, etc.) for the business or department.

Flexibility

A major feature is the modularisation of the Risk Consultant knowledge base. This enables question modules to be directed at personnel with the appropriate expertise and knowledge. For new developments, it also allows a stage by stage assessment (design, development, acceptance testing & implementation). As well as increasing accuracy, this approach enables more detail and precision and thus ensures better results and solutions. 

Automatic Customisation

No two enterprises are the same, and neither are their security requirements. Risk Consultant will therefore generate questionnaires, from 'knowledge base' question modules, that are specifically suited to the organisation, environment and system under evaluation. This function is also performed dynamically as questions are answered and Risk Consultant obtains more information.

Self-Analysis

COBRA Risk Consultant is designed to be truly self-analytical. It can be used without the need for detailed security knowledge or expertise in using risk management software. There is no need to hire expensive consultants to back-up the system.

Solution Testing

'Hypothesis testing' is fully supported. The impact that specific additional controls would have on a system's risk level can be dynamically ascertained. It is thus possible to quickly establish the most cost effective solution to individual exposures.

Reports

The reports produced by Risk Consultant are NOT standard computer output. They are professional business reports and are suitable for interpretation by both technical and non-technical management.

A range of report formats is available, and for maximum flexibility all sections are optional. In addition, output can be directed to paper, to a terminal, or to a file (for possible import into a word processing package).

System Control 

A wide range of system parameters is user definable, including screen colours, sub-folders, etc.

2.2.2. The Risk Assessment Process 

The risk assessment process, using COBRA, is extremely flexible. A substantial number of approaches are supported. However, the default process usually consists of three stages:

1. Questionnaire Building

2. Risk Surveying

3. Report Generation 

During the first stage, via module selection or generation, the base questionnaire is built to fit the environment and requirements of the user. 

The second stage is the survey process - Risk Consultant questions are answered by appropriate personnel and the information is securely stored.

For the third stage risk assessments and 'scores' are produced for individual risk categories, individual recommendations are made and solutions offered, and potential business implications are explained.

Each of these stages is managed by its corresponding system component: Questionnaire Builder, Risk Surveyor or Report Generator.

Questionnaire Builder 

Questionnaire Builder constructs an appropriate risk questionnaire for the environment/system under consideration. Individual 'Question Modules' are specifically selected from the knowledge base.

Each module embraces a particular area of risk or a specific threat class (e.g. Logical Access, Physical Access, Networks, Development, Operations, etc).

The questionnaire building process can be performed either manually or automatically: 

· Automatic Questionnaire Building

With an automatic questionnaire build, the system creates a questionnaire that suits the user's system/installation specifically. This is achieved through completion of the initial 'Business' or 'Impact' Questionnaire.

Configuration, business function(s) and many other factors are taken into consideration, as well as the financial significance of each area of the system and its potential for loss (direct or indirect). The business user can, therefore, be involved from the outset. 

The Business (or Impact) Questionnaire covers each category in turn and upon completion generates a 'significance level' for each. This 'significance level' determines which question modules Questionnaire Builder will select for inclusion in the detailed questionnaire. 

· Manual Questionnaire Building 

A manual questionnaire build may be desirable for a variety of reasons:

· consideration of a specific aspect of security/risk 

· performing risk analysis in various proposed scenarios 

· analysis of all risk areas, even if some are not of real significance to the organisation. 

The questionnaire is created by user selection of individual question module(s) from those defined to Risk Consultant.

· Dynamic Building

Although the questionnaire is thus constructed, the user can return to the Questionnaire Builder at any stage to add or remove question modules.

Risk Surveyor

Risk Surveyor manages the questionnaire completion process. The question modules which comprise the questionnaire are completed individually, each by appropriate personnel. 

Different modules can also be completed at different times, enabling scheduling to be based around personnel availability. The results are brought together at the report generation stage.

The Question Modules

Questions are of various formats; mandatory single response, optional single response, mandatory multiple response, optional multiple response, text response, and numeric response. Most are of a simple, multiple choice variety.

Full branching facilities are included, including the facility to branch to a secondary question module and return to the original. All input is validated and screens are of a standard format.

The ability to skip one or more questions (for later completion) is also provided, along with a 'notepad' facility to enable additional comments and notes to be recorded. In addition, further question modules may be dynamically generated as questions are answered and Risk Consultant obtains more information.

A comprehensive help facility is provided at both system and question level. 

Report Generator 

The Report Generator is used to produce the results from the completed questionnaire. The results are suitable for interpretation by both technical and non-technical management and are in the form of a professional business document.

· Dynamic Building
A number of report sections are provided:

Recommended solutions and specific additional security control suggestions 

A descriptive assessment and relative risk score for each 'risk category' in each area considered 

A full impact analysis for the business or department 

Direct linkage between areas of risk and the potential financial and business implications.

Report headings and the introductory text for each section can be changed and tailored to reflect user requirements and culture.

· Output Channels

Reports can be produced on the PC monitor or on a printer. Output can alternatively be directed to a file. This enables import to word-processing packages, if required.

2.3. COBRA - BS 7799/ ISO 17799 Compliance Analyst

BS 7799 covers the whole range of security issues. It consists of ten discrete sections, each focusing upon a specific aspect, and ranging from Systems Development to Business Continuity.

The problem many organisations face is how to measure their compliance level against this and, thereafter, how to plan and implement changes to improve the situation. The bottom line is usually 'how do you shape up and what can you do to comply?'

BS 7799 Security Consultant is designed to act as a guide through this exercise. It will carefully measure compliance, making specific recommendations where appropriate.

3. Focus of the Assignment

Our work will be focused on the second section of the ISO 17799: System Access Control
The objectives of this section are: 

1. To control access to information

2. To prevent unauthorised access to information systems 

3. To ensure the protection of networked services 

4. To prevent unauthorised computer access 

5. To detect unauthorised activities 

6. To ensure information security when using mobile computing and tele-networking facilities 

This section is addressed by the third and fourth stage of the Management Standard, Risk assessment and Risk management.

This usage will be illustrated through a concrete application: the ”Ronneby Kommun”.

3.1. ISOX 2000

ISOX 2000 is the application used by the social welfare services (taking care of individual and family social cases) of Ronneby city hall.

All information handled by the application and accessed by the users are obviously classified as confidential, and the first concern must be the confidentiality of those data.

Therefore the access to those sensitive information must be restricted to the authorised employees only.

The system is managed by a single administrator who is in charge of registering/unregistering users, allowing accesses (by identificating the user in one or several predefined groups of access rights), managing accounts, possible and occasional access right extensions, and so forth.

The system can also be remotely monitored and maintained by the company who developed the ISOX application, through a RAS (Remote Access Server), with all the access right to the system, and consequently, to the data. We will address later the issues implied.

3.2. Compliance with ISO17799

We have decided to go through the different topics of the System Access Control part of BS7799 and to see which points have been pointed out by Cobra.

1. Business Requirements For Access Control.

a. Access Control policy

No documents exist defining the business requirements for access control. An access policy should be established in order to state access control rules and user rights.

2. User Access Management 

a. User registration

· The users get a written statement of their access rights when they are registered but do not have to sign it. There exists no routine for this process.

· After a user changes job or leaves the organisation his account is not removed immediately. The account is actually put out of use but still exists (if the user had some business cases running then the organisation needs time to transfer them to another employee).

b. Privilege management

· Concerning the users and their data, only the administrator (Björn Pettersson) has access rights. 

· If a user has access to the system then he has full access rights on the data related to his group and its sub-groups (data on people concerned with the Social Welfare Services).

· The company who developed the software ISOX has full access rights on all the data.

c. User password management

· The password management seems pretty good except that the first password (which the user has to change on the first logon) is always a blank password. The allocation of the first password should create a temporary password for the user which should be communicated in a way avoiding third parties or unprotected electronic mail messages.

d. Review of user access rights

· the users’ access rights are never reviewed, this should be done at regular intervals (BS7799 proposes at least each 6 months). Given that sometimes user can get extended access rights (for special work or work overload), the review of the access rights should be done more often (each month). 

3. User Responsibilities

a. Password use

· The standard password security practices are followed for the use of passwords.

· Users can have different passwords for accessing the Operating System and the ISOX application which could lead to write down passwords or find an easy way to remember them. Users should be advised that they have to use a single, quality password.

b. Unattended user equipment

· The main rules for protecting unattended equipment seem like existing but are not followed so far. PCs should be locked when they are not in use, the ISOX application should have an automatic lock after a non-using time.

4. Network Access Control

a. Policy on use of network services

· No network policy exists in the organisation. For instance, all the users in the Ronneby Kommun have access to the Internet. 

b. Enforced path

· The routes are not pre-defined. The path between the terminal and the computer services may need to be controlled. 

· A good point is the presence of two firewalls.

c. User authentication for external connections

d. Node authentication

e. Remote diagnostic port protection

f. Segregation in networks

g. Network connection control

h. Network routing control

i. Security of network services

· Network provider should give a clear description of the security attributes of the all services used, and establish the security implications for the confidentiality, integrity and availability of business applications.

5. Operating System Access Control

a. Automatic terminal authentication

b. Terminal log-on procedures 

· The logon process is not completely secure according to the COBRA questionnaire. The validating of logon information should be done only on completion of all the input data. If an error condition arises, the system should not indicate which part of the data is correct or incorrect. 

c. User identification and authentication

d. Password management system

· The system should store the passwords in encrypted form (one way encryption algorithm) . According to Björn Petterson passwords are stored as strings without any encryption.

· The passwords should be stored separately from the application data. All the data are stored together, the administration side is part of the application (any user who can access the application can access the administration functionalities but has then to follow the logon process for administrator).

e. Use of system utilities

f. Duress alarm to safeguard users

· No alarm is raised when users are targets of coercion.

g. Terminal time-out

· Inactive terminals in high-risk locations should be timed-out to prevent access by unauthorised persons.

h. Limitation of connection time

· No restrictions exist on the connection time. Connection time should be restricted to normal office hours (with special access authorisation for working outside of the office hours).

6. Application Access Control

a. Information access restriction

· There is no control policy on the information access. If a user has access to an information then he has the full rights on this.

b. Sensitive system isolation

7. Monitoring System Access And Use

a. Event logging

· Event logging exists but the logins are not checked often. The system should check all the login periodically and point out the unexpected or irregular logins.

b. Monitoring system use

c. Clock synchronisation

· There is no clock synchronization in the organisation. The correct setting of computer clocks is important in order to ensure the accuracy of audit logs.

8. Mobile Computing And Teleworking

a. Mobile computing

b. Teleworking

Remarks on Cobra Software

A few critics are possible on Cobra software, its use and its compliance with BS7799.

First about the questionnaire and its results for the risk level.

We think that for some questions, the quotes/scores associated to the answers are not realistic. When you have multiple choice questions then each possible answer has the same risk value. For example when we search for which topics the password management does not provide then “No re-use of previous PW” and “Held Encrypted” are quoted the same. This could leads to errors on the risk level assessment.

Hence we think that a kind of prioritisation of the criteria would be appropriated and more accurate.

We thought then difficult to use the modules independently.

Indeed in order to study the System Access Control, you often have then to look at other points of the standards (asset classification, security organisation...).

But this comes certainly more from the standard than the COBRA software.

The questionnaire is sometimes ambiguous.

For example, when talking about access, specification should be made if the access is system or application one.

Concerning the report generated by COBRA and its answers some critics appear too.

The results produced are only selection of the advises from the BS7799 Code of Practice. Usually COBRA doesn’t select the right advice for your system but gives you the list of advises of the topic in which it seems you have a security problem with.

This points out the fact that the standard and so COBRA is mostly product oriented. Indeed the questions are focused on what your system does in terms of security and not on how it is done. COBRA is so a tool in order to assess the compliance with the first part of the standard : the code of practice. It is then necessary to follow the part 2, which instructs you how to apply the standard and how to build an Information Security Management Systems (Six-Step Process seen before).

3.3. Solutions for the Ronneby Kommun

Using the remarks from the COBRA report and the issues of the interview with the administrator Björn Petterson some counter-measures should be taken for the Ronneby Kommun :

· Apply COBRA recommendations, and mainly:

· Define complete policies for all system access aspect (business, network, control)

· Improve user access management security (privileges, rights and passwords management)

· Educate and involve the users in the security processes

· Improve network access and control

As a result from the interview with Björn Petersson and Lars Andersson (network administrator),  it appears that the major security risk comes from the remote access and control granted to the ISOX providing company.

First: the administrator and system rights they benefit allow them to access and even modify the data stored in the application, whereas they are supposed to be confidential. However, it exists a Non-disclosure agreement between the company and the Ronneby Kommun.

Second: having one possible access to the RAS (with a logon procedure), for example for the ISOX maintenance, you can reach all the other applications and servers on the Local Area Network. Of course you have to identify yourself when required, but a first step to an unauthorised access is done.

It would be interesting to look at the topic 4.2 (”Security of third party access”) of the Code of Practice to ensure that the contract is compliant with the security requirements.

· Important security topics to look at

BS7799 Topic 5: Assets Classification and Control

The data and assets classification (regarding to the access rights) is not clear.

BS7799 Topic 8: Communications and Operations Management Control

Operating procedures, housekeeping and backup, network management and control.

The administrator side and the user side of the application should be separated: indeed the administration menus are just disabled and hidden to the users, but they still use the same interface.

If the administrator is able to handle the possible interventions on the system only from his own computer, then it would be better to use an automatic terminal identification (topic 9.5.1).

4. Conclusion

Through the elaboration of this report we went deeper inside different aspects of Computer Security. The approach of the BS7799 led us to the use of a practical tool (COBRA Consultative Software) and the study of a concrete case (Ronneby Kommun) with the personal directly involved in security. 

It appeared that the tool was useful to find out the basic security holes or defects and to assess the compliance with the standard, however it is not sufficient. Actually the main security issues pointed out before came by analysing the results and relating them to the information collected during the interviews (use cases, processes, routines, system architecture).
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