Internal Auditing’s Assurance Role 

In 

The University of Texas System 

Institutional Compliance Program


The primary objective of The University of Texas System Institutional Compliance Program is to provide component and system management with on-going assurance regarding compliance with all applicable laws, regulations, policies and procedures.  The key word in this objective is on-going.  This is key because it shifts a significant portion of the responsibility for assurance from the internal auditing function, which is periodic and after-the-fact assurance, to management, which should be real-time and continuous assurance.  

Management achieves that on-going assurance through the use of monitoring controls and oversight controls.  Both of these control levels are standard management controls.  Supervisory review is the most common monitoring control.  Quality control functions are also an example of standard monitoring controls.  Actual vs. budget comparisons and explanations of unusual variances are examples of oversight controls, which have always been performed by management, usually at a level above supervisory controls.  

The compliance office or function that has been established at most components is an oversight function.  It has been established by senior management to provide assurance that both operating controls and monitoring controls are in place and working.     

Both monitoring controls and oversight controls have always existed, to some extent, in every organization.  In the Institutional Compliance Program, emphasis is placed on formally defining and documenting the existence and execution of these controls.   This program is a concrete example of the application of the COSO control model, which assigns responsibility for internal control to management.  

In the early stages of implementing the Institutional Compliance Program, it became apparent that many of the assurance tasks that were historically performed by internal auditing would now be performed by management as monitoring and oversight controls.    Both management and auditors saw the possibility of duplication of effort if internal auditing continued to perform its traditional tasks.  A redefinition of internal auditing’s role in providing management with assurances about the control structure of the organization was needed.  The Levels of Control (LOC) enrichment to the COSO model provides that redefinition.   The LOC document (Exhibit I) identifies an optimal model of the four levels of control and the responsibilities of each.   Organizations will rarely, if ever, meet the optimal level prescribed by LOC.  Therefore, a practical guide to internal auditing involvement in the assurance model of the Compliance Program has been developed.   

The internal auditing function can have as many as four roles in the Institutional Compliance Program.   They are described below. 

1. Provide advice and consultation during the design and implementation stages of the Institutional Compliance Program overall or of any high-risk area.  In this role, Internal auditing helps management to design a compliance program that includes the appropriate monitoring controls and oversight mechanisms to provide on-going mitigation of non-compliance.  It includes assistance in both the risk-assessment phase of compliance and in the identification of risk mitigation strategies.  It does not include participation in the decision of what risks are to be controlled or what mitigation strategies are to be employed.

2. Review the design of the component’s risk-based compliance plan, oversight controls, and monitoring controls for appropriateness and existence.  This is not a transaction/event auditing role.  It is a design review role where attention is focused on the methodology used to select both the risks to be controlled and the mitigation strategies that will be used.  The mitigation strategies chosen include operating controls, monitoring controls, and oversight controls.  In a robust Institutional Compliance Program that has all three levels of management control operating and documented, this is the only assurance role internal auditing should perform.  Evidence of the absence of any one of the three control levels would cause internal auditing to assume one or more of the assurance roles described next.

3. Provide oversight controls if the component does not use some technique for oversight.  The component may perform oversight controls with an in-house compliance function, external reviews, or self-assessments.  However, if none of the available techniques are used, then internal auditing must perform the oversight level of controls.  Internal auditing’s role would be to review the design of monitoring controls and to perform some tests of the results of those controls.  Internal auditing’s performance of this assurance role should diminish as the Institutional Compliance Program at a component becomes mature.

4. Provide monitoring controls for any high-risk areas that have not developed an acceptable monitoring control mechanism.   Internal auditing will most likely perform this role for those high-risk areas that have not historically documented the monitoring controls that are performed as a part of supervisory review or its equivalent.  Here, internal auditing would review the design of operating controls and would perform more extensive tests of their application.  This is the traditional assurance role of internal auditing.  However, it is a role that should be eliminated as each high-risk area defines and documents its monitoring mechanism.
As we examine the roles presented above, it is apparent that as the compliance program matures, the role of internal auditing contracts and the role of management expands.  The result is a model for providing on-going assurance.  

The on-going assurance model assigns to management the responsibility for (1) establishing and operating mechanisms to minimize non-compliance and (2) proving that they operated as planned.  Internal auditing is assigned responsibility for providing assurance that (1) the mechanisms provided by management are properly designed to achieve the objectives and (2) that evidence of the monitoring and the oversight control activities exists.

The possible combinations of management and internal auditing involvement in the On-going Assurance Matrix are presented below to illustrate all possible scenarios of involvement and their effect upon the level of on-going assurance provided to management.

On-going Assurance Matrix

Institutional Compliance Program

Level of On-going Assurance Provided
Operating Controls Performed by
Monitoring Controls

Performed by
Oversight Controls Performed by
Internal Auditing Controls Performed by

Optimal 
Management
Management
Management
Internal Auditing







Acceptable
Management
Management
Internal Auditing
Internal Auditing







Marginal
Management
Internal Auditing 
Internal Auditing 
Internal Auditing







Unacceptable
Internal Auditing 
Internal Auditing 
Internal Auditing
Internal Auditing







Unacceptable
Management
Management
Management
Management
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The COSO model of internal control defines an “internal control” as anything an organization does to insure the achievement of its objectives.   The COSO model proceeds to identify a new structure for internal control that includes five elements (control environment, risk assessment, control activities, communication and information, and monitoring) instead of the historical one element (control activities).  The new definition and the new structure combine to present internal auditing with a potential audit universe that is unmanageable given the current trend toward reduction of internal auditing resources.

It is propitious, then, that the COSO model assigns the responsibility for internal controls to management and not to auditors.  Of course, this assignment had nothing to do with the inability of auditors to cover the new expanded audit universe.  Rather, it had to do with the realization that Control was one of the four functions of management.  It also recognized two other maxims; (1) those who do know more than those who watch, and (2) ownership breeds action.    

For the past several years, the internal auditing profession has been struggling with how to define its role in the COSO model.  Many auditors continue to test transactions and act as if there are still just two recognized levels of control activity, operating and internal auditing.  These auditors are being outsourced because they do not provide management with anything it cannot do itself.  Other auditors have decided that their job is to consult and provide advice, but have not found a clear context in which to do that and still provide assurances for the governance function.

It was not until our organization had to define the responsibilities of internal auditing and a new control function, the compliance office, that we began the development of a definition for the Levels of Control in the COSO model (LOCs).  It appeared that internal auditing and compliance were both going to audit the same items in the same way.  This seemed unproductive.  In addition, it was unexplainable to both management and auditors.

While searching for some way to define the roles of the two assurance functions, Internal Auditing and Compliance, we determined that all control functions operate in a three dimensional environment; namely, 

· TIME - How close is the control to the execution of the event/transaction?

· INVOLVEMENT - How involved are the executors of the control in the process that generates the event/transaction?

· ITEMS AFFECTED – How many of the events/transactions are operated on by the control
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As we analyzed those control steps we were already familiar with, we found each one could be categorized into four areas.  Those areas are:

1. Operating Controls - These are controls that are embedded in the process and are provided by the workers in the process to insure that process objectives are achieved.  Examples of operating controls are:

· Segregation of duties

· Authorizations/Approvals

· Access

· Reconciliations/comparisons

· Redo

· Written policies and procedures

· 100% or Continuous Audit Techniques

2. Monitoring Controls – These are controls performed within the process, or immediately after the process is completed, by first line supervisors or their representatives to insure workers in the process are properly executing the operating controls.  Examples of monitoring controls are:

· Sampling of transactions/events for adherence to operating controls such as proper documentation, authorization, and calculation

· Investigate abnormal and unusual items

· Verify existence

· Review reconciliations/comparisons

· Review every thing that is outside criteria

· Exception reporting analysis  
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3. Oversight Controls – These are controls performed, on a frequent and regular basis, outside the process but still within the line management hierarchy by middle or senior managers and their representatives to gauge the existence and effectiveness of operating and monitoring controls.  Examples of oversight controls are:

· Budget v. actual comparisons (both dollars and performance targets)

· Evaluations of operating and monitoring controls performed by reviewers who are external to the process being reviewed; i.e., peer review teams, accreditation teams, quality assurance teams

· Self Assessments (without auditor participation) and Continuous Quality Teams

· Trend and variance analyzes

· Customer satisfaction surveys and complaint analysis

4. Internal auditing Controls – These are controls performed outside of the line management hierarchy by representatives of the governance function to assess the overall existence and effectiveness of the internal control environment of the organization.  Examples of internal auditing controls are:

· Traditional Audits (A detailed audit of the application of operating controls)

· Self Assessments ( An auditor facilitated self review)

· Process Reviews (An efficiency and effectiveness review)

· Departmental Audits (A compliance review)

· Control Infrastructure Reviews (A review of monitoring and oversight controls design and execution)

To further explain LOCs, we developed a matrix of common processes with the associated internal controls at each of the levels.  This matrix clearly displays the regression of internal controls from operating to internal auditing and provides cohesive examples with which both management and auditors can identify.  Several common processes with associated controls have been extracted from the complete matrix and are shown in Exhibit I.A.

While the matrix proved useful, acceptance of the LOCs concept did not really happen until we developed a graphic representation of the levels of internal control in the COSO model.  Exhibit I.B is that graphic.  First line managers, audit directors, junior auditors, in fact everyone, immediately recognized the relationship between internal auditing and the other levels of internal control when presented with the pictorial display.  
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When all levels are present, internal auditing is concerned with the design of the other three levels and whether or not they are operational.  When any level of internal control is missing, internal audit would normally fill the gap and perform the control functions of the missing level.  Historically, that was the norm and at times it was carried to the point of internal auditing performing some operating controls; example, bank reconciliations.

It must be clearly recognized, though, that the absence of any of the levels of internal control puts an organization at increased risk.    This increased risk is generated by the fact that internal auditing can only perform monitoring and oversight controls in the Items Affected dimension.  That is, they can look at a larger sample of the universe of transactions/events.  However, they can never perform monitoring and oversight controls in the same Time and Involvement dimensions as management performs them.  Consequently, internal auditing can not identify the absence or breakdown of controls until some time after their occurrence, and any recommendations they make for corrective action come from outside the process.  This absence of timely review and process ownership, which are inherent when both monitoring controls and oversight controls are performed by management, cannot be replaced by performing internal auditing controls.

Nevertheless, the COSO model does not eliminate the possibility of internal auditing performing the role of management in the operating, monitoring, or oversight levels of internal control.    If the specific risk being controlled or the concerns of the governance function dictate it, the use of internal auditing to perform these levels of control is preferable to no one performing the controls.  

Our challenge as internal auditors in the 21st Century is to provide our organizations with value.  One of the ways that we can do this is to actively support the LOCs concept that we have presented here.   When all these levels of internal control are operational in an organization, management has current, expert assurance that controls considered necessary to achieve objectives are operating effectively.  Internal auditing adds value by insuring that each level of internal control is designed to provide the required assurance, and that each level of internal control is operating as designed.  

LOCs provides the internal auditor with the methodology to go forward into the world of consulting while still satisfying the assurance requirements of the organization’s governance function.  In fact, it appears to be the only methodology available to provide internal auditing, given its limited resources, with the information needed to express a conclusion on the control profile of the organization.
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Process
Operating Control
Monitoring Control
Oversight Control
Internal Auditing Control

1.  Procurement
· Three-way match

· Segregation of duties

· Approvals

· Reconciliation
Supervisor reviews sample of transactions to ensure operating controls are followed
Central Accounting reviews a subset of sampled items to ensure supervisor arrived a proper conclusion
Reviews the attributes that the supervisor and central accounting are using to ensure appropriate operating controls are being tested. 

May also perform discovery sampling.



2. Physician Billing
· Code bills in accordance with policies & procedures for coding medical services provided


Billing Reviewers select sample of charts and recode to ensure policies and procedures are followed.
Compliance function auditor (may be hired expert) selects subset of charts reviewed by  the Billing Reviewer and recodes to ensure that policies and procedures were followed and Billing Reviewers are effective
Reviews steps in billing and compliance function reviews to ensure that they are testing the correct operating controls.

May perform discovery sampling.



3.  Financial 
Policies and procedures for handling unusual transactions
Debriefing self-assessment to ensure that unusual transactions are handled properly 
Senior financial officer review of report on debriefing.
Review process only to ensure policies and procedures are appropriate.



4.  Instruction
Academic Catalog and Faculty Manual    


College or Department performs self-assessment of attributes of instruction program such as content, delivery, evidence of proficiency, completeness, availability
External Peer Review team reviews attributes of instruction to ensure content is current and accurate.
Review control processes to ensure that all levels of control are being performed and that results are being communicated up.

·  Perform follow-up to ensure review recommendations are acted on.
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