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�APPENDIX B



UNITED STATES CODE

ANNOTATED BIBLIOGRAPHY AND INDEX





The following is an annotated bibliography of U.S. statutes applicable to Information Warfare and Information Assurance.  The abstracts identify the general purpose of the statute and any assigned responsibilities.  Key words are also provided.  An “Index to Relevant Topics” follows the annotated bibliographies.





Arms Export Control Act of 1968.



	KEY WORDS:  cryptographic, TEMPEST, export, DoS



	ABSTRACT:  Export license from the Department of State is required to export cryptographic or TEMPEST information. 



Automatic Data Processing Equipment Act of 1965, Public Law 89-306, (Brooks Act) (Repealed in 1996).



	KEY WORDS:  GSA, Brooks Act, IT procurement, acquisition



	ABSTRACT:  The Brooks Act amended the Federal Property and Administrative Services Act (FPAS) of 1949.  FPAS had previously created the General Services Administration (GSA).  The Brooks Act confers upon GSA government-wide responsibility for the economic and efficient acquisition of information technology, including ‘sole procurement authority’.  In practice, GSA delegates this authority to the agencies.  The act implemented a government wide procurement policy promoting competitive bidding, centralized procurement of information technology systems under GSA and established GSA’s Board of Contract Appeals.  The act assigned responsibilities to the Office of Management and Budget, the Department of Commerce, the National Bureau of Standards (predecessor to National Institute of Standards and Technology) and the General Services Administration for Federal IT procurement.   The Paperwork Reduction Act expanded these IT roles.  The Computer Security Act specifically assigned information security roles to the Department of Commerce, NIST and GSA and secretaries of Federal departments.  With the departure Representative  Brooks from Congress, the Brooks Act is a prime target for the 104th Congress as they seek to streamline IT procurement.  It is not expected, however, that changes to IT procurement will dramatically change responsibilities for information systems security.  The Brooks Act was repealed by the Information Management Reform Act of 1996 (see abstract below). 



Cable Communications Policy Act of 1984.



	KEY WORDS:  cable television, privacy



	ABSTRACT:  Limits cable television companies in the use of subscriber personal information.



Chief Financial Officers Act of 1990, Public Law 101-576, November 15, 1990.  



	KEY WORDS:  OMB, Federal government, financial management  



	ABSTRACT:  This act enhances the functions of the Office of Management and Budget in order to improve the efficiency and effectiveness of the Federal government.  It establishes an Office of Financial Management in OMB and requires a Chief Financial Officer in each Executive agency.  Agencies will submit five year financial management plans and status reports and will establish accounting internal controls that provide complete disclosure of agency financial activities.  



Communications Act of 1934, Public Law 73-416, June 19, 1934.



	KEY WORDS:  Commercial carriers, FCC, war powers, NCS

 

	ABSTRACT:  Revision of the Radio Act of 1927.  The purpose of the Communications Act of 1934 was to regulate interstate and foreign communications by wire and radio in the public interest.  It established the Federal Communications Commission and addressed radio stations operated by foreign governments, willful or malicious interference with radio transmissions,  and assigned war powers to the President.  The Secretary of Commerce will serve as the President’s principal adviser on telecommunications policies pertaining to the Nations economic and technological advancement.  The Secretary of Commerce will also advise the Director of the Office of Management and Budget relating to the procurement and management of Federal telecommunications systems.  The Secretary will also develop policies which relate to international telecommunications issues in coordination with the Secretary of State and other interested agencies.  Amendments to the act since 1934 were generally narrow in focus and scope until the Telecommunications Act of 1996 (See Section 2-2, Legal Environment).



Communications Assistance for Law Enforcement Act of 1994, Public Law 103-414, October 25, 1994 (Digital Telephony Act).



	KEY WORDS:  Intercept, wiretap, carriers



	ABSTRACT:  The Act required telecommunications carriers to “ensure that its equipment, facilities, or services...are capable of expeditiously isolating and enabling the government, pursuant to a court order or other lawful authorization, to intercept, to the exclusion of other communications, all wire and electronic communications carried by the carrier within a service area to or from equipment [and] to access call-identifying information.”  Excludes data carriers and on-line services.  Network modifications are to be funded by the Federal government, however, funding continues to be a problem.  This act also amended the Electronic Communications Act of 1986 to include cordless telephones and certain data communications transmitted over radio.  It also clarified fraudulent alteration of commercial mobile radio instruments.    



Communications Satellite Act of 1962.



	KEY WORDS:  FCC, regulatory, satellite



	ABSTRACT:  This act expanded FCC regulatory jurisdiction assigned by the Communications Act of 1934.



Computer Fraud and Abuse Act of 1986, Public Law 99-474, October 16, 1986.



	KEY WORDS:  Computer crime, Federal employees, Federal computer systems



	ABSTRACT:  Made computer fraud or theft across state lines a Federal crime.  Also excluded Federal employees from the provisions of Counterfeit Access Device and Computer Fraud and Abuse Act of 1984.  It remained a misdemeanor for non-Federal employees to access, use, modify, destroy, or disclose information from a Federal computer.  It was feared that Federal employees might be prosecuted for accidental damage or disclosure or whistle blowing.  



Computer Matching and Privacy Act of 1988.



	KEY WORDS:  Privacy, computer matching, Federal government



	ABSTRACT:  Protects privacy associated with computer matching capabilities and practices of the Federal government.  Disclosure and purposes of computer matching are restricted and reporting requirements are levied.  



Computer Security Act of 1987, Public Law 100-235, January 8, 1988.



	KEY WORDS:  NSA, NIST, NSTISSC, CSSPAB, law,  sensitive information, classified information, computer security



	ABSTRACT:  The Computer Security Act assigns responsibilities for the security of sensitive Federal information. NIST is responsible for policy for unclassified-but-sensitive information and is to develop guidance and standards for encryption of data. NIST can, upon request, assist the private sector.  NSA is responsible for providing technical assistance to NIST. The act established the National Computer System Security and Privacy Advisory Board (CSSPAB).  CSSPAB is a twelve member  advisory group of recognized experts in computer and telecommunications systems security and technology.  The CSSPAB advises the Secretary of Commerce and Director, NIST.  The CSSPAB’s mission is to identify issues relative to computer systems security and privacy.  The Board focus is limited Federal unclassified systems.  The act specifically excludes private sector and Federal classified and Warner Exempt systems. Each Federal agency is to provide mandatory computer security awareness training.



Constitution of the United States, Fourth Amendment, (Bill of Rights), Ratified December 15, 1791.



	KEY WORDS:  Privacy, unreasonable search, seizure, warrants



	ABSTRACT:  “The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or things to be seized.”



Counterfeit Access Device and Computer Fraud and Abuse Act of 1984, Public Law 98-473.



	KEY WORDS:  Computer crime, Federal computers, espionage, computer passwords



	ABSTRACT:  First computer crime legislation.  This statute defined computers, excluding electronic typewriters and hand calculators and addressed the unauthorized access of computer systems making it a felony to access Federal computers to obtain classified information with the intent to do harm to the U.S. or benefit a foreign country.  It also made it a misdemeanor to access any Federal computer without authorization.  Civil damage suits were authorized against illegal wiretappers.  A 1986 amendment made  trafficking in stolen computer passwords a criminal act.   Under authority of this act, the U.S. Attorney’s Office, the FBI and Secret Service engaged in cooperative efforts aimed at computer crime.



Department of Defense Authorization Act of 1982, Public Law 97-86 (Warner Amendment)



	KEY WORDS:  DoD IT procurement, GSA, Brooks Act, C3I, cryptographic



	ABSTRACT:  Exempted DoD procurements from the Brooks Act if they involved intelligence, cryptographic, command and control, embedded electronics in a weapon system, or equipment critical to a military or intelligence mission. 



Domestic Wiretap Act of 1968 (Federal Wiretap Law).



	KEY WORDS:  FCC, wiretap, monitoring, consent, e-mail 



	ABSTRACT:  Expanded in 1986 to include computers and electronic mail.  Permits monitoring if only one party consents.  FCC and some state laws require two-party consent.  Violation of FCC regulation is a tariff violation only.  Originally FCC required a warning tone but subsequently rescinded that requirement.  For government employees, “consent” is more loosely defined.  Agency policy and/or stickers on telephone instruments or banners on computer screens during  log-on can be considered adequate for “consent.”



Electronic Communications Privacy Act of 1986, Public Law 99-508, October 21, 1986.



	KEY WORDS:  Privacy, wiretap, interception, wire, oral, cellular, cordless, data communications



	ABSTRACT:  Updated Federal privacy clause in Omnibus Crime Control and Safe Streets Act of 1968 to include digitized voice, data, or video whether transmitted over wire, microwave, or fiber optics.  The act applies to transmissions regardless whether they are carried by common or other carriers.  Included transmissions where users had an expectation of privacy.  Cellular phones were included but cordless were not.  The Communications Assistance for Law Enforcement Act of 1994 (Digital Telephony Act) added cordless phones and specified certain data communications transmitted over radio.  Warrants are now required for interception of cordless phone conversations.   Court warrants, based on probable cause, are required to intercept wire or oral communications.  Exceptions to the warrant requirement are: telephone companies and the FCC, police officers when they are a party to the call, and with the consent of one party. 



Electronic Funds Transfer Act of 1980.



	KEY WORDS: EC/EDI, electronic funds transfer



	ABSTRACT:  Addresses the privacy of  electronic funds transfer.  Specifies the responsibilities of financial institutions including a requirement that financial institutions notify customers of  the circumstances surrounding third party access to  electronic financial information in the course of normal business operations.  



Export Administration Act of 1979, Public Law 96-72, September 29, 1979.



	KEY WORDS:  DoC, export, scientific data, technical data



	ABSTRACT:  Export of scientific and technical data only authorized with an export license from the Department of Commerce.  See also Arms Export Control Act of 1968 for Department of State responsibilities.



Fair Credit Reporting Act of 1970, Public Law 91-508.



	KEY WORDS:  credit reports, consumer credit 



	ABSTRACT:  Intended to protect the privacy of individuals, the Fair Credit Reporting Act covers consumer credit reports.  It details legal uses of credit reports, prohibiting the inclusion of obsolete information and identifies information that must be provided to the U.S. government.  It also specifies the process by which a consumer can obtain his credit report and challenge information.



Federal Managers Financial Integrity Act of 1982, Public Law 97-255.



	KEY WORDS:  Internal controls, NPR, CSSPAB, OMB, GAO, computer security 



	ABSTRACT:  The act amended the Budget and Accounting Act of 1950 to require the GAO to develop internal accounting and administrative standards and OMB to establish guidelines for Executive agencies to conduct annual evaluations of their internal accounting and administrative controls.  Annual statements are submitted to the President and Congress.  Both the National Performance Review (NPR) and the CSSPAB recommend linking computer security oversight to the oversight required by this act.



Foreign Intelligence Surveillance Act of 1978, Public Law 95-511, October 25, 1978.



	KEY WORDS:  Foreign intelligence, wiretap, time of war, electronic surveillance, Senate Select Committee on Intelligence



	ABSTRACT:  The President, through the Attorney General, may, without court order,  authorize wiretaps, for up to one year,  to gather foreign intelligence subject to certain restrictions.  The Attorney General must submit a written oath to a special seven member court established by this act and report minimization procedures to the House Permanent Select Committee on Intelligence and the Senate Select Committee on Intelligence.  The Attorney General may direct communications carriers to support this effort. Other Federal officers must request a court order.  Requests must include certifications by the Assistant to the President for National Security Affairs or other executive branch official responsible for national security or defense.  During time of war, the President, through the Attorney General, may authorize electronic surveillance without a court order for a period not to exceed fifteen calendar days following a declaration of war by the Congress.



Freedom of Information Acts of 1966 (1969, 1970, 1989), Public Law 93-502.



	KEY WORDS:  FOIA, national security



	ABSTRACT:  Companion law to the Privacy Act requiring agencies of the Federal government to release information  to citizens.  Agencies can refuse to release information related to national security or foreign relations but if challenged in court must prove why the information should not be released.



Government Performance and Results Act of 1993.



	KEY WORDS:  Strategic planning, performance planning, results



	ABSTRACT:  Purpose of  this act is to systematically hold Federal agencies accountable for achieving program results; improving program effectiveness by focusing on results, service, quality, and customer satisfaction.  The act requires Executive agencies, except CIA, USPS, GAO, and others, to draft Strategic Plans no later than September 30, 1997.  Special planning and reporting requirements are levied on the USPS.  Plans will include relationship between performance goals and general goals and will cover a five year period and be updated every three years.  Agencies will also draft annual performance plans covering each program activity in the budget; establishing objective, quantifiable, and measurable performance goals.  By March 31, 2000, agencies prepare annual program performance reports; comparing actual performance for against Performance Plans. OMB is the proponent for this act and will identify agencies to participate in pilot projects.  OPM will develop manager training.  GAO will report to Congress no later than June 1, 1997 on pilot projects and likelihood of other Federal agency compliance.



Information Technology Management Reform Act of 1996, National Defense Authorization Act for Fiscal Year 1996, Public Law 104-106, February 10, 1996



	KEY WORDS:  Acquisition Reform, IT, Brooks Act 



	ABSTRACT:  The Information Management Reform Act of 1996 is a subordinate act (Division E) of the National Defense Authorization Act for Fiscal Year 1996.  The Act repeals the Brooks Automatic Data Processing Act relieving the GSA of responsibility for procurement of automated systems and contract appeals.  OMB is charged with providing guidance, policy, and control for information technology procurement.  The Act also requires agencies to appoint Chief Information Officers and to use business process reengineering and performance measures to ensure effective IT procurement and implementation.  Changes to Federal Acquisition Regulations, Circular A-130, and a new executive order are expected to help implement the requirements of the Act.  



Omnibus Crime Control and Safe Streets Act of 1968, Public Law 90-351.

	

	KEY WORDS:  Privacy, wire, oral



	ABSTRACT:  This act addresses the privacy of wire and oral communications.  It specifies the conditions under which an authorized agency may intercept private communications.  It was updated by the Electronic Communications Privacy Act of 1986 (P.L. 99-508) in light of new technology.  



Paperwork Reduction Act of 1980, Public Law 96-511, December 11, 1980.



	KEY WORDS:  OMB, IRM, oversight, e-mail, imaging



	ABSTRACT:  The principal information resources management (IRM) statute for the Federal government.  It created the Office of Information  and Regulatory Affairs (OIRA) in OMB to establish government-wide IRM policies and oversee and review agency implementation.  The act specifically requires agency [sic] to acquire/use IT to improve service delivery and program management, increase productivity, enhance the quality of decision-making, reduce fraud and waste.  It also requires that agencies develop a 5-year plan for meeting the agency’s IT needs and that the agency head designate a senior IRM official (who reports directly to the agency head) to carry out agency IRM responsibilities under the act.  The act also made OMB responsible for improving Federal government administrative efficiency through the use of  new technologies such as electronic mail and electronic document storage (imaging).  These responsibilities, which complement those in the Communications Act of 1934, give OMB an oversight role in information security.  Amended in 1995, the act assigns specific responsibilities for information systems security to OMB, to include oversight of Executive Branch compliance with the Computer Security Act of 1987.



Posse Comitatus Act of 1878, 18 USC 1385, June 18, 1878. 



	KEY WORDS: Law enforcement, Federal troops



	ABSTRACT:  The Posse Comitatus Act prohibits the use of the Army and Air Force as posse comitatus.  Though not proscribed, the use of the Navy is also generally prohibited by Navy instruction.  The Coast Guard is excluded and the Navy may be given permission to assist the Coast Guard.  Collaboration of military law enforcement with agents of the Federal, state, and local agencies has generally been found not to violate the act as long as the military role is passive and so long as they never exercise regulatory, proscriptive, or compulsory military in the execution of civilian law enforcement.  



Privacy Act of 1974, Public Law 93-579, December 31, 1974.



	KEY WORDS:  Privacy, access, civil damages, security 



	ABSTRACT:  The objective of the Privacy Act of 1974 is to protect personal privacy from invasions by Federal agencies, in light of increasing use of information technology in the Federal government and the associated increase in personal information maintained by Federal agencies.  The law allows individuals to specify what information may be held by a government agency and gives individuals the right to obtain information held on them by the Federal government.  The act specifies physical security practices, information management practices, and computer and network controls necessary to ensure individual privacy.  It also levied civil and criminal penalties for violations of the provisions of the act.



Right to Financial Privacy Act of 1978



	KEY WORDS:  Privacy, financial, investigators



	ABSTRACT:  The Financial Privacy Act requires investigators to present “formal written requests” to review the financial records on an individual held by a financial institution.  Investigators must simultaneously notify the individual. 



Semiconductor Chip Protection Act of 1984, Public Law 98-620, November 8, 1984.



	KEY WORDS:  Intellectual property, copyright, computer chips, mask work	



	ABSTRACT:   This act extends copyright protection for 10 years to the owner/creator of the mask work contained in a semiconductor chip.  Protection extends from the day the work is registered or commercially exploited anywhere in the world.  The President, by proclamation, extend equal protection to foreign nationals if the nation recognizes equal protection to U.S. nationals. 



Violent Crime Control and Law Enforcement Act of 1994, Public Law 103-322, September 13,  1994 (Crime Bill of 1994; Computer Abuse Amendments Act of 1994).



	KEY WORDS:  Computer Fraud and Abuse Act, financial systems, Federal computer laws



	ABSTRACT:  Section 29000 of this act is cited as the Computer Abuse Amendments Act of 1994.  This act changes Federal computer crime to specifically define illegal activity on computers used in interstate commerce or communications.  It also treats damage by unauthorized and authorized--insiders vs. trespassers--equally.  Through an oversight, the act deleted language in the Computer Fraud and Abuse Act of 1986 which protected Federal and  financial computer systems from unauthorized access, alteration or damage.  The 104th Congress is expected to correct this oversight.  Both acts exclude computers used in foreign commerce.  The act also makes intentional damage of a computer system or information a felony but accidental or reckless damage remains a misdemeanor.  Some in the information warfare community view this as a decriminalization of hacking.





�U.S. CODE

INDEX TO RELEVANT TOPICS





Title�Section�Description��5�552�Privacy Act of 1974��5�552�Access to and disclosure of ADP records on individuals��5�552�Freedom of Information Act of 1966, 1969, 1970, 1989��5�552�Federal agencies may not sell or rent mailing lists��8�1182�Any foreigner may request a list from the INS automated listing of undesirable visitors.  DoS and DoJ must publish guidelines for updating list.��10�2315�National security systems��12�3401�Right to Financial Privacy Act of 1978��15�271-278�National Bureau of Standards Act of 1901��15�1052�Trademark registration (Lanham Act)��15�1681�Fair Credit Reporting Act of 1970��15�1693�Electronic Funds Transfer Act of 1980��15�1802�Carriers furnishing information necessary to accomplish electronic surveillance��18�105�Sabotage��18�644�Embezzlement of public money by bank employees��18�793�Gathering information about U.S. communications facilities or defense information for a foreign power��18�1029�Credit Card Fraud Act��18�1029�Fraudulent use of credit cards, passwords, or telephone access codes��18�1030�Counterfeit Access Device and Computer Fraud and Abuse Act, 1984 ��18�1030�Computer Fraud and Abuse Act of 1986��18�1343�Wire fraud using interstate communications systems��18�1362�Civil defense functions of U.S., malicious injury to government property��18�1385�Posse Comitatus Act of 1878��18�2071�Concealment, removal or mutilation of public records��18�2319�Criminal infringement of copyright��18�2510�Electronic Communications Privacy Act of 1986��18�2510�Omnibus Crime Control and Safe Streets Act of 1968��18�2510�Interception of wire, oral, or electronic communications��18�2510�Electronic communications,  defined��18�2510�Electronic storage, defined��18�2510�Oral communications, defined��18�2510�Wire communications, defined��18�2511�Intentional interception and disclosure of content, criminal��18�2511�Electronic surveillance of foreign intelligence by U.S. government, limitations��18�2511�Radio interceptions; permissible��18�2511�Authorization for electronic surveillance to determine existence and capability of equipment of non-authorized persons; excepted conduct��18�2511�Consent to COMSEC monitoring��18�2512�Prohibitions against assembly of electronic intercept devices��18�2512�Contract for manufacturing or distribution of intercepting devices��18�2516�Interception of Wire, Oral, or Electronic communications��18�2516�Atomic Energy Act of 1954��18�2516�Interception of currency transactions��18�2516�Military assistance and sales; arms exports��18�2517�Privileged communications��18�2518�Emergency interception; application��18�2701�Unauthorized access to electronic information��18�2702�Stored wire and electronic communications and transactional records access; disclosure of contents��18�2703�Stored wire and electronic communications and transactional records access; Government access��18�2709�Stored wire and electronic communications and transactional records access; Foreign powers��18�2710�Stored wire and electronic communications and transactional records access; definitions��18�2778�Export of software or data controlled by DoD��19�482�Customs officers may stop/search with reasonable cause merchandise was imported against law or w/o paying duty tax��22�2751 et seq.�Arms Export Control Act of 1968��22�2751 et seq.�Export of cryptographic and TEMPEST information��26�408�Social security numbers��26�6103�Tax Records��29�2001�Employee Polygraph Protection Act of 1988��31�3512�Chief Financial Officers Act��31�3512�Federal Managers Financial Integrity Act��35�181 et seq.�Invention Secrecy Act of 1951��40�759�Computer Security Act of 1987  (See also National Bureau of Standards Act; 15 USC 271)��40�759�Information systems defined��42�653�Dept. of Health and Hum Services is authorized to match welfare rolls with payroll lists to identify fraudulent welfare claims.��42�2000�Privacy Protection Act of 1980��42�2000�Privacy; unlawful acts

��42�2011 et seq.�Atomic Energy Act of 1954��44�3501�Paperwork Reduction Act of 1980��44�3501�Paperwork Reduction Act of 1995��44�3501�OMB responsibility to provide overall direction in development and regulation of Federal information policies.  Monitor compliance with Privacy Act .��45�83�Continuous lines, railroad and telegraph��47�13�Violations of laws, civil and criminal liability of carriers��47�151 et seq.�Communications Act of 1934��47�151 et seq.�Telecommunications Act of 1996��47�152�Applicability of Communications Act of 1934 to cable television��47�154�Cooperation and coordination of radio and wire communications, investigations��47�227�Automated Telephone Consumer Protection Act of 1991��47�305�Office of Science and Technology, war powers functions of President assigned to (See also Executive Order 12046��47�305�Telecommunications advisory committees, establishment, composition (See also Executive Order Number 12046)��47�305�Construction and operation of foreign government radio station in U.S. (See also Exec Order Number 12046)��47�305�Presentation of Executive Branch views to, functions of Secretary of Commerce����Disclosure of information ��47�305�Coordination functions of Secretary of Commerce concerning telecommunications��47�305�Telecommunications functions assigned to Secretary of Commerce��47�305�Functions assigned to OMB��47�305�Functions assigned to NSC and OSTP��47�305�Functions assigned to Department of State��47�551�Disclosure of information, protection of cable television subscriber privacy��47�605�Unauthorized use or publication of communications��47�605�Need for encryption standard in cable television��47�605�Unauthorized use or publication of communications��47�605�Foreign intelligence gathering��47�605�Blue boxes��47�605�Mobile telephone��47�605�Consent to COMSEC monitoring��47�606�Powers of President during War��47�606�Obstruction of interstate or foreign communications during War

��47�609�Federal Communications Commission Authorization Acts of 1983, 1988, 1990��47�701-744�Communications Satellite Act of 1962��47�701�Communications Satellite System��47�721�Functions of FCC��47�901�National Telecommunications and Information Administration Organization Act��47�1001�Communications Assistance for Law Enforcement Act of 1994 (See also amendments to 18 USC 2521 and sections of Title 47)��48�551�Cable Communications Policy Act of 1984��50�401�Privacy of National Security Information (See also Executive Order Number 12356)��50�401�Electronic surveillance, defined, U.S. intelligence activities (See also Executive Order Number 12333)��50�413�Congressional oversight of intelligence activities��50�1541�War Powers Resolution Act��50�1801 et seq.�Foreign Intelligence Surveillance Act of 1978��50�1801�Electronic surveillance, foreign intelligence purposes.  Outside U.S.; actual or potential threat; ability of U.S. to protect against��50�1801�Electronic surveillance defined��50�1801�Consent��50�1802�Authorization of electronic surveillance without court order (See also Executive Order Number 12139)��50�1805�Approval of procedures for testing electronic surveillance equipment��50�1805�Authorization for electronic surveillance to determine existence and capability of equipment of non-authorized persons��50�1806�Disclosure of electronic surveillance methods to aggrieved party; harm to national security��50�1811�Authorization of electronic surveillance without court order; By President during time of War��50�2401 et seq.�Export Administration Act of 1979��50�2401 et seq.�Export of scientific and technical data��50�2510�Export of software or data controlled by DoD���



































Regulatory





�

























































�

�REGULATORY DOCUMENTS

ANNOTATED BIBLIOGRAPHY





The following is an annotated bibliography of regulatory documents relevant to information warfare.  Key words are also provided.





Code of Federal Regulations, Title 41, Chapter 201, Federal Information Resources Management Regulation.



	KEY WORDS:  Federal, IRM, Warner exempt



	ABSTRACT:  This chapter regulates the creation, maintenance, and use of Federal records and the acquisition, management and use of information processing systems.  Warner exempt systems, radar, sonar, radio, and television systems are exempted. 



Code of Federal Regulations, Title 47, Chapter 1, Part 63, Rules to Provide for Notification by Common Carriers of Service Disruptions.



	KEY WORDS:  FCC, NS/EP, outage reporting



	ABSTRACT:  This section of the Federal Communications Commission Rules and Regulations establishes outage reporting requirements and procedures.  Common carriers are required to report outages potentially affecting 30,000 or more customers for 30 or more minutes.  Also outages which affect special facilities, defined as 911 tandem switches, major airports, and NS/EP facilities are reported to the NCS.   



Code of Federal Regulations, Title 47, Chapter II, Part 201-216, Office of Science and Technology Policy and National Security Council.



	KEY WORDS:  NS/EP, NCS, restoration priority, precedence



	ABSTRACT:  This chapter prescribes the conservation, allocation, and use of the Nation’s telecommunications resources during crises and emergencies.  It assigns responsibilities and includes NCS Directives.



Executive Office of the President, Executive Order 12333, United States Intelligence Activities, The White House, Washington DC, December 4, 1981.



	KEY WORDS:  SecDef, NSA, DoE, Attorney General, intelligence, counterintelligence, communications security



	ABSTRACT:  Intelligence effort to provide necessary information on which to base decisions to the President and to protect national interests from foreign security threats.  Special emphasis to countering espionage directed against U.S. government, corporations, establishments or persons.   Secretary of Defense named executive agent for signals intelligence and  communications security activities.  NSA to execute the responsibilities of the SecDef as executive agent for communications security.  NSA to conduct research and development as necessary for signals intelligence and communications security.  Department of Energy will support NSA as requested.  Restricts collection techniques to procedures established by the agency head and approved by the Attorney General (See Foreign Intelligence Surveillance Act of 1978). 



Executive Office of the President, Executive Order 12334, President’s Intelligence Oversight Board, The White House, Washington DC, December 4, 1981.



	KEY WORDS:  Intelligence, oversight, national security, illegal



	ABSTRACT:  This order establishes the Intelligence Oversight Board and charges it with reviewing practices and procedures, investigating, and reporting to the President and the Attorney General any intelligence activities that any of the members believe to be in violation of the Constitution, laws, or presidential orders or directives.  Heads of agencies, inspectors general, and general counsels will report intelligence activities they believe to be unlawful.  Board members will be distinguished and trustworthy citizens outside of the government.



Executive Office of the President, Executive Order 12356, National Security Information, The White House, Washington DC, April 1, 1982 (Revoked).



	KEY WORDS:  National security information, classification, declassification



	ABSTRACT:  This EO prescribes a uniform policy for securing, classification and declassification of national security information.  EO 12958 (see below) was issued on April 17, 1995 revoking this EO.



Executive Office of the President, Executive Order 12382, President’s National Security Telecommunications Advisory Committee,  The White House,  Washington DC, September 13, 1982.



	KEY WORDS:  NSTAC, NCS



	ABSTRACT:  Established the NSTAC to provide the President advice and information from the perspective of industry with respect to national security telecommunications.  OMNCS provides secretariat support.



�Executive Office of the President, Executive Order 12472, Assignment of National Security and Emergency Preparedness Telecommunications Functions,  The White House,  Washington D.C.,  April 3, 1984. 



	KEY WORDS:  NCS, NSTAC, COP, NS/EP



	ABSTRACT:  Established the National Communications System, an interagency group made up of 23 Federal departments and agencies.  The NCS is responsible for ensuring that NS/EP telecommunications are available across a spectrum of national emergencies.  NCS was to serve as a forum for government agencies and private sector.  To facilitate this process, EO 12472  established the Committee of Principals for the Federal government to coordinate with the National Security Telecommunications Advisory Committee consisting of industry representatives.



Executive Office of the President, Executive Order 12881, The White House, Washington D.C.



	KEY WORDS:  NSTC, national goals, R&D



	ABSTRACT:  This EO established the National Science and Technology Council (NSTC) to establish goals for Federal science and technology investments in a number of areas including information technology.  The NSTC is a cabinet -level body chaired by the President.  It prepares R&D investment strategies targeting national goals that are coordinated across all Federal agencies.



Executive Office of the President, Executive Order 12958, Classified National Security Information, The White House,  Washington D.C., April 17, 1995.



	KEY WORDS:  National security information, classification, declassification, OMB, GSA, ISOO



	ABSTRACT:  This EO revoked EO 12356.  It has two major purposes:  1) To prevent unauthorized disclosure of information and 2) to prevent over-classification of information.  It prescribes a uniform system for classifying, safeguarding, and declassifying national security information.  The EO tasks OMB with issuing implementing directives in coordination with the USSPB and the Assistant to the President for National Security Affairs.  It establishes within the OMB the Information Security Oversight Office (Previously an office in GSA) to implement and monitor the program on behalf of the Director, OMB.  It also establishes the Information Security Policy Advisory Council.  As a Federal Advisory Committee the Council is to advise the President and other members of the Executive Branch on security policies and provide recommendations to agency heads for specific subject areas for declassification review.



Federal Communications Commission, Notification of Service Outage, �47 C.F.R. 63.100.



	KEY WORDS:  PSN, outage, reporting



	ABSTRACT:  The purpose of this FCC Report and Order was to update a systematic means by which to monitor, on a timely basis, major telephone service outages throughout the nation.  It required local and interexchange common carriers operating transmission or switching facilities and that provide access service or interstate or international service, to promptly notify the FCC of any outage of 30 minutes or more with the potential to affect 30,000 or more customers or that affect critical facilities such as major airports and important government facilities.  This rule was published in the Federal Register on August 1994; it updates a 1992 rule.
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�POLICY DOCUMENTS

ANNOTATED BIBLIOGRAPHY





The following is an annotated bibliography of policy documents having applicability to information warfare/information assurance.  Included are: National Security Decision Directives, National Security Directives, Presidential Decision Directives, Presidential Directives, NIST and NTIA standards and instructions, and the regulations, directives, and instructions of other organizations such as the Department of Defense.  Key words are also provided.  An “Index of Key Policy Documents” and an “Index of Key Implementation Standards, Guidelines, and Procedures” follow the annotated bibliographies.  





Department of the Army, U.S. Army Training and Doctrine Command, Concept for Information Operations--Final Coordinating Draft, Jan 31, 95.



	KEY WORDS:  DoD, Army



	ABSTRACT:   Describes concept for information operations (IO), the environment, defines IO terms and relates IO to Force XXI operations.  



Department of the Army, U.S. Army Training and Doctrine Command, FM 100-6, Information Operations, 15 April 1996.



	KEY WORDS:  DoD, Army



	ABSTRACT:  Capstone doctrinal document for incorporating information operations into “Army doctrine, individual and unit training, leader development, force design, and material acquisition initiatives.”  



Department of the Navy, OPNAV Instruction 3430.26, Chief of Naval Operations/N6, IW/C2W Implementing Instruction



	KEY WORDS:  DoD, Navy, IW/C2W, policy, joint, coordination, responsibilities, implementation



	ABSTRACT:  This instruction implements policy for the employment of Navy resources in support of IW/C2W and conforms to the guidance contained in previously issued directives (DoD Instruction TS3600.1, CJCS MOP 30, and OPNAVINST 3430.25).  It updates previously-used terms, concepts and disciplines, and discusses the purposes of IW and C2W.  The effectiveness of ����IW/C2W employment is stressed.  Responsibilities are delineated for:  CNO (N1/2/3/4/5/6/7/ 8/09N/091/095); Chief of Naval Education and Training; Naval Systems Commands; Naval Doctrine Command; Naval Security Group Command; Fleet Information Warfare Center; Naval Information Warfare Activity; Naval Criminal Investigative Service; and Fleet CINCs.



Executive Office of the President, Presidential Directive/National Security Council  24,  Telecommunications Protection Policy (U), November 16, 1977 (Partially declassified/released on February 18, 1994), Washington D.C., U.S. Government Printing Office.



	KEY WORDS:  NSA, DoC, NCSC, sensitive information,



	ABSTRACT:  Created an NSC Special Coordinating Committee which was subsequently replaced by the NTISSC and then the NSTISSC.  Gave DoD authority to safeguard sensitive information that “would be useful to an adversary.”  Made NSA responsible for all classified information and the Department of Commerce responsible for sensitive information.



National Institutes of Standards and Technology (NIST), NIST Special Publication 800-12, An Introduction to Computer Security: The NIST Handbook, U.S. Government Printing Office, October 1995. 



	KEYWORDS:  NIST, management controls, operational controls, technical controls, computer security, data integrity, system integrity, availability, confidentiality, life cycle assurance, incident handling



	ABSTRACT:  This handbook provides a broad overview of computer security to help readers understand their computer security needs and develop a sound approach to the selection of appropriate security controls.  It assists in securing computer-based resources (including hardware, software, and information) by explaining important concepts, cost considerations, and interrelationships of security controls.  The handbook illustrates the benefits of security controls, the major techniques or approaches for each control, and important related considerations. 



National Institutes of Standards and Technology (NIST), NIST Publications List 91, Computer Security Publications, October 1995.  Electronically updated February 1996.



	KEY WORDS:  Index, COMPUSEC, NIST, publications



	ABSTRACT:  Index of computer security publications published by NIST/Computer Systems Laboratory.  Includes special publications, reports, and Federal Information Processing Standards (FIPS) with price list and ordering information.



National Institute of Standards and Technology (NIST),  NIST Federal Information Processing Standards (FIPS) Publication 186, Digital Signature Standard (DSS), May 1994.



	KEY WORDS:  DSS, DSA, digital signature



	ABSTRACT:  This FIPS describes a digital signature algorithm for use in applications that require both a guarantee of  the identity of an originator and of the data integrity.



National Institute of Standards and Technology (NIST),  NIST Federal Information Processing Standards (FIPS) Publication 190, Guideline for the Use of Advanced Authentication Technology Alternatives, September 28, 1994.



	KEY WORDS:  authentication, passwords, tokens, biometrics, COMPUSEC



	ABSTRACT:  This FIPS addresses alternatives to the standard use of passwords to prevent unauthorized access to computer systems.  It covers authentication tokens and biometric devices.



National Institute of Standards and Technology (NIST),  NIST Federal Information Processing Standards (FIPS) Publication 191, Guideline for the Analysis of Local Area Network Security, November 9, 1994.



	KEY WORDS:  COMPUSEC, LAN



	ABSTRACT:  This FIPS describes a security architecture for Local Area Networks, threats and vulnerabilities and security techniques.  



National Institute of Standards and Technology, (NIST),  NIST Internal Report Number 5424, A Study of Federal Agency Needs for Information Technology Security, May 1994.



	KEY WORDS:  DoC, DoEd, DoJ, NASA, SSA, requirements, Federal, INFOSEC



	ABSTRACT:  This NIST report documents the results of a study of the INFOSEC needs of the Department of Commerce, Department of Education, Department of Justice, NASA, and the Social Security Administration.



National Institute of Standards and Technology, (NIST),  NIST Special Publication �800-9, Good Security Practices for Electronic Commerce, Including Electronic Data Interchange, December 1993.



	KEY WORDS:  NIST, EC/EDI 



	ABSTRACT:  This NIST special publication was sponsored by the Farmers Home Administration.  It addresses good security practices that should be considered when developing an EC/EDI system.



National Institutes of Standards and Technology (NIST), NIST Special Publication �800-11, The Impact of the FCC’s Open Network Architecture on NS/EP Telecommunications Security, U.S. Government Printing Office, February 1995. 



	KEY WORDS:  NIST, FCC, telecommunications security, National Security/Emergency Preparedness



ABSTRACT:  This report provides an overview of the Federal Communications Commission’s Open Network Architecture (ONA), describes National Security and Emergency Preparedness (NS/EP) telecommunications security concerns and details NS/EP telecommunications security concerns that the FCC’s ONA requirement introduces into the Public Switched Network (PSN).  



National Institute of Standards and Technology (NIST), NIST Special Publication �800-10, Keeping Your Site Comfortably Secure:  An Introduction to Internet Firewalls, U.S. Government Printing Office, Washington, 1994.



	KEY WORDS:  NIST, firewalls, Internet



	ABSTRACT:  This NIST special publication provides an overview of the Internet, Internet security problems and firewalls.  It is written in an elementary, non-technical style and refers the reader to sources of additional information.



National Institutes of Standards and Technology (NIST),NIST Special Publication �800-13, Telecommunications Security Guidelines for Telecommunications Management Network, U.S. Government Printing Office, October 1995. 



	KEYWORDS:  NIST, telecommunications management network, telecommunications security, security threats, network elements and mediation devices 



	ABSTRACT:  This guideline is intended to provide a security baseline for network elements (NEs) and mediation devices (MDs) that is based on commercial security needs.  Some National Security/Emergency Preparedness (NS/EP) security required will be integrated into the baseline to address specific network security needs.  This publication is the first of a series of Telecommunications Security Guidelines (TSG) that may be produced to address a hierarchy of telecommunications architectures of increasing complexity.



National Institutes of Standards and Technology (NIST), Generally Accepted Principles and Practices for Security Information Technology Systems (Draft), December 18, 1995. (Final Due to be Published in late July 1996) 



	KEY WORDS:  NIST, Information Technology, Information Technology Security, Information Technology Security Principles, Information Technology Security Practices 



	ABSTRACT:  This draft document provides a baseline that can be used to establish and review Information Technology (IT) security programs.  Management, internal auditors, users, system developers, and security practitioners can use the guideline to gain an understanding of the basic security requirements applicable to most IT systems.  The security principles and practices are to be applied in the use, protection, and design of government information systems, particularly front-line systems for delivering services in an electronic form.



National Security Agency (NSA), National Telecommunications and Information Systems Security Directive No. 600, Communications Security Monitoring, April 10, 1990. 



	KEY WORDS:  COMSEC monitoring, government telecommunications, privacy 



	ABSTRACT:  States that government telecommunications systems are subject to monitoring by authorized government agencies.  Applies to official telecommunications of Federal government employees, contractors, and other entities when transmitted over government owned or leased telecommunications systems.  Government telecommunications and telecommunications systems defined.



National Security Decision Directive (NSDD) 145, 1984.



	KEY WORDS:  NSTISSC, EOP, unclassified information



	ABSTRACT:  Created (reestablished) the interagency group National Security Telecommunications and Information Systems Security Committee (NSTISSC) and required protection of sensitive unclassified information as well as classified information.  NSDD 145 was rescinded by NSD 42.



�National Security Decision Directive (NSDD) 298, 1988.



	KEY WORDS:  Policy, EOP, directive, OPSEC, NSA, IOSS



	ABSTRACT:  Mandated implementation of a formal OPSEC program by each executive department and agency with national security responsibilities.  Designated Director, NSA, as executive agent for OPSEC programs and tasked him to establish and maintain an Interagency OPSEC Support Staff (IOSS).



National Security Directive 42, July 5, 1990.



	KEY WORDS:  SecDef, NSA, NSTISSC, COP, CIA, COMSEC monitoring, National Manager, vulnerability, Federal government



	UNCLASSIFIED ABSTRACT:  NSD 42 revised NSDD 145 with the objective of improving U.S. government capabilities for securing national security systems against technical exploitation and implementing countermeasures.  SecDef is executive agent and Director, NSA designated as the National Manager and charged with examining national security systems and evaluating their vulnerability.  Defines telecommunications, information systems, and national security systems.  Reestablishes the national Security Telecommunications and Information Systems Security Committee (NSTISSC).  NSTISSC is tasked to develop policies, procedures, guidelines, instructions, standards, objectives, and priorities and systems security guidance, approve the release of cryptographic material to foreign governments with CIA concurrence, establish a national system for promulgating operating policies, instructions, directives, guidance, etc. and to interact with the National Communications Systems Committee of Principals established by Executive Order 12472.  NSA provides a supporting secretariat.



Office of Management and Budget (OMB), Circular A-123 (Revised), Management Accountability and Control, Executive Office of the President, Publication Services, June 21, 1995. 



	KEYWORDS:  OMB, management accountability, management control



	ABSTRACT:  This Circular replaces Circular No. A-123 “Internal Control Systems” revised, dated August 4, 1986 and OMB’s 1982 “Internal Control Guidelines”.  This revised Circular provides guidance to Federal managers on improving accountability and effectiveness of Federal programs and operations by establishing, assessing, correcting, and reporting on management controls.  This Circular provides policy for management accountability and management controls and the attendant actions required.



Office of Management and Budget (OMB), Circular A-130 (Revised by Transmittal Memorandum No. 3), Management of Information Resources, Washington, D.C., �February 8, 1996. 



	KEYWORDS:  OMB, Federal Government, policy, security, security plans



	ABSTRACT:  This Circular establishes policy for the Management of Federal Information Resources.  Specific procedural and analytic guidance is provided in Appendix III (Security of Federal Automated Information Resources) for implementing Federal automated information security programs, assignment of agency responsibilities for security of automated information, and links agency automated information security programs and agency management control systems established in accordance with OMB Circular A-123.  



	Appendix III revised procedures contained in the original A-130 Appendix III and incorporates requirements contained in the Computer Security Act of 1987 (P.L. 100-235) and responsibilities assigned in applicable national security directives.  Agency programs shall include the following controls in general support systems and major applications.  



	General Support Systems:  Assign Responsibility for Security; Develop and Implement a System Security Plan as part of the organization’s IRM planning process; Review the Security Controls (at least every three years or when significant modifications are made to the system); and, Ensure that a Management Official Authorizes in Writing the Use of Each System (before beginning or significantly changing processing in the system).



	Major Applications: Assign Responsibility for Security; Develop and Implement a System Security Plan; Perform an Independent Review or Audit of the Security Controls (at least every three years); and, Ensure that a Management Official Authorizes in Writing the Use of the Application.



Office of Management and Budget (OMB), Circular A-130 (Revised), Policy on Open Systems.



	KEY WORDS:  OMB, Federal government, policy, security



	ABSTRACT:  The revised A-130, a capstone federal information systems policy document, provides uniform government-wide information resources management policies.  A-130 is being revised in phases.  Transmittal Memorandums Number 1 (June 25, 1993) and 2 (July 25, 1994) have been issued.  Appendix III, Security has been published for comment.  The Appendix III revision aligns Federal government security responsibilities with the Computer Security Act.  It requires assignment of security responsibilities, requires security plans for all general support computer systems and stresses management controls and risk management.

�Office of Management and Budget (OMB), National Information Infrastructure Security Issues Forum, NII Security:  The Federal Role, Washington DC, June 14, 1995.



	KEY WORDS:  OMB, NII, IITF, security, federal role



	ABSTRACT:  The Security Issues Forum and the U.S. Advisory Council (NII) held seven public meetings with government officials and representatives of the public and private sector.  Users and service providers were represented at these meetings.  The feedback received at these meetings has been incorporated into this report.  The report, issued for comment, “summarizes the Forum’s findings concerning security needs in the National Information Infrastructure (NII); presents an analysis of the institutional, legal, and technical issues surrounding security in the NII; and proposes Federal actions to address these issues.”  The report defines security in the NII to include integrity, availability, and confidentiality of information and reliability of systems.  Findings for action include:  (1)  adoption of  the proposed NII Security Tenets, (2) adoption for the NII of the Organization for Economic Cooperation and Development (OECD) Security Principles, and (3) implementation of the Federal role as recommended in the report.  Federal roles include stimulating security issues dialogue and awareness, making Federal security products and techniques available for use on the NII, and promoting private sector development of security products and services.  Additionally, “In its role as protector of the public interest, the government will:  (1) assure adequate emergency response capability on the NII; (2) adapt current oversight processes to meet the challenges of the NII; (3) review criminal law; and (4) promote international cooperation.



Office of the Secretary of Defense, DoD Directive 8000.1, Defense Information Management Program, October 27, 1992.



	KEY WORDS:  DoD, policy



	ABSTRACT:  Director, DISA will “in consultation with the Directors of the DIA and NSA, provide technology and services to ensure the availability, reliability and maintainability, integrity, and security of defense information, commensurate with its intended use.”
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�ADDITIONAL RESOURCES





Note:  This list was compiled to provide the reader with additional resources for the topics covered in this document.  Where appropriate, on-line resources have also been provided.  For a more comprehensive compilation of information warfare resources, see National Defense University, School of Information Warfare and Strategy, “Information-Based Warfare:  An Annotated Bibliography.”
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NOTE:  The source of a definition is shown in brackets, when available.  Multiple  definitions and their sources are shown where there is significant variance between definitions.



Access Control -- A means of preventing the unauthorized use of a resource or the use of a resource in an unauthorized manner.



Accountability -- The property that enables activities on an automated information system to be traced to individuals who may then be held responsible for their actions.



Assurance -- A measure of confidence that the security features and architecture of an AIS accurately mediate and enforce the security policy.  If the security features of an AIS are relied on to protect classified or sensitive unclassified information and restrict user access, the features must be tested to ensure that the security policy is enforced and may not be circumvented during AIS operation.  [DODD 5200.28, 1988]



Attack Assessment -- An evaluation of information to determine the potential or actual nature and objectives of an attack for the purpose of providing information for timely decisions.  [CJCS Joint Pub 1-02, Mar 94]



Authenticate -- To establish the validity of a claimed identity.



Availabilty -- Ensuring that data transmission or computing processing systems are not denied to authorized users.  [CJCSI 6510.01A, 1996]



Availability of Services -- An assured level of service, capacity, quality, timeliness, and reliability.



Classified National Security Information -- Information that has been determined pursuant to Executive Order 12958 or any predecessor order to require protection against unauthorized disclosure and is marked to indicate its classified status when in documentary form.  [Executive Order 12958, Apr. 95]



Command and Control Warfare (C2W) -- The integrated use of operations security (OPSEC), military deception, psychological operations (PSYOP), electronic warfare (EW) and physical destruction, mutually supported by intelligence, to deny information to, influence, degrade or destroy adversary C2 capabilities, while protecting friendly C2 capabilities against such actions.  Command and Control Warfare applies across the operational continuum and all levels of conflict.  Also called C2W.  C2W is both offensive and defensive:  a.  Counter-C2--  to prevent effective C2 of adversary forces by denying information to, influencing, degrading, or destroying the adversary C2 system.  b.  C2-Protection --  To maintain effective command and control of own forces by turning to friendly advantage or negating adversary efforts to deny information to, influencing, degrade, or destroy the friendly C2 system. [CJCS MOP 30, 1993, Joint Pub 1-02, 1994 ]  NOTE: In Joint Pub 1-02, 1994, this definition of C2W is a replacement for Command, Control, and Communications Countermeasures.



Commercial-off-the-shelf (COTS) -- Commercial items that require no unique Government modifications or maintenance over the life cycle of the product to meet the needs of the procuring agency.



Communications Security (COMSEC) -- Measures and controls taken to deny unauthorized persons information derived from telecommunications and ensure the authenticity of such telecommunications.  Communications security includes cryptosecurity, transmission security, and physical security of COMSEC material. [NSTISSI 4009, 1992]



Continuity of Operations -- The degree or state of being continuous in the conduct of functions, tasks, or duties necessary to accomplish a military action or mission in carrying out the national military strategy.  It includes the functions and duties of the commander, as well as the supporting functions and duties performed by the staff and others acting under the authority and direction of the commander.  [Joint Pub 1.02]



Critical Infrastructures -- Infrastructures that are deemed to be so vital that their incapacity or destruction would have a debilitating regional or national impact.  They include at least seven categories:  telecommunications;  electrical power systems;  gas and oil;  banking and finance;  transportation;  water supply systems;  continuity of government and government operations.  Emergency services (including medical, police, and fire and rescue services) might also be considered critical infrastructures.



Damage Assessment -- 1.  The determination of the effect of attacks on targets.  (DoD)  �2.  A determination of the effect of a compromise of classified information on national security.  [CJCS Joint Pub 1-02, Mar 94]



Damage to the National Security -- Harm to the national defense or foreign relations of the United States from the unauthorized disclosure of information, to include the sensitivity, value, and utility of that information.  [Executive Order 12958, Apr. 95]



Data -- Representation of facts, concepts, or instructions in a formalized manner suitable for communications, interpretation, or processing by humans by automatic means.  Any representations such as characters or analog quantities to which meaning is, or might be, assigned.



Defense Information Infrastructure (DII) -- The DII encompasses information transfer and processing resources, including information and data storage, manipulation, retrieval, and display.  More specifically, the DII is the shared or interconnected system of computers, communications, data, applications, security, people, training, and other support structure, serving the DoD’s local and worldwide information needs.  The DII (1) connects DoD mission support, command and control, and intelligence computers and users through voice, data, imagery, video, and multimedia services, and (2) provides information processing and value-added services to subscribers over the DISN.  Unique user data, information, and user applications are not considered part of the DII. [ASD(C3I) Memo, 1994]



Defense Information Systems Network (DISN) -- 1.  A subelement of the DII, the DISN is the DoD’s consolidated worldwide enterprise level telecommunications infrastructure that provides the end-to-end information transfer network for supporting military operations.  It is transparent to its users, facilitates the management of information resources, and is responsive to national security and defense needs under all conditions in the most efficient manner.  [ASD(C3I) Memo, 1994]  2.  The DISN is an information transfer network with value-added services for supporting national defense C3I decision support requirements and CIM functional business areas.  As a information transfer utility, the DISN provides dedicated point-to-point, switched voice and data, imagery and video teleconferencing communications services.  [CJCSI 6211.02, 1993]



Defensive Counterinformation -- Actions protecting our military information functions from the adversary.   [Air Force Cornerstones of Information Warfare, released in Aug. 95]



Defensive Information Warfare (IW-D) -- IW-D is process that integrates and coordinates policies and procedures, operations, intelligence, law, and technology to protect information and defend information systems.  The objective of IW-D is to ensure access to timely, accurate, and relevant information when and where it is needed and to deny an adversary the opportunity to exploit friendly information and systems for their own purposes.  Effective IW-D implementaiton ensures the availability, integrity, authentication, confidentiality, and non-repudiation of US Government information and required service levels of US Government information systems.  [CJCSI 6510.01A, 1996]



Denial of Service -- Action or actions that result in the inability of an AIS or any essential part to perform its designated mission, either by loss or degradation of operational capability. [DODD 5200.28, 1988]



Disruption -- 1.  Denial of service or corruption of information resulting from a single event, cause, or source; whether direct or indirect, accidental or intentional, rare or common.  �2.  Uncertainty - denial of services, information corruption.



Electronic Warfare (EW) -- 1.  Any military action involving the use of electromagnetic and directed energy to control the electromagnetic spectrum or to attack the enemy.  Also called EW.  The three major subdivisions within electronic warfare are: electronic attack, electronic protection, and electronic warfare support. [Joint Pub 1-02, 1994]  2.  Military action involving:  (1) the use of electromagnetic or directed energy to attack an enemy’s combat capability, (2) protection of friendly combat capability against undesirable effects of friendly or enemy employment of electronic warfare or, (3) surveillance of the electromagnetic spectrum for immediate threat recognition in support of electronic warfare operations and other tactical actions such as threat avoidance, targeting, and homing.  Also called EW.  [CJCS MOP 6, 1990]



Function -- Appropriate or assigned duty, responsibility, mission, task, power, or duty of an individual, office, or organization.  A functional area (e.g., Personnel) comprises of one or more functional activities (e.g., recruiting), each of which consists of one or more functional processes (e.g., interviews).



Global Information Infrastructure (GII) -- Includes the information systems of all countries, international and multinational organizations and multi-international commercial communications services.  



Government Services Information Infrastructure (GSII) -- The U.S. Government information infrastructure.  A subset of the NII.  Sometimes referred to as Government Information Technology Services (GITS).



Hacker -- 1.  A person who enjoys exploring the details of programmable systems and how to stretch their capabilities, as opposed to most users, who prefer to learn only the minimum necessary [The New Hackers Dictionary, on-line];  2.  Unauthorized user who attempts or gains access to an information system.  [NSTISSI No. 4009, January 1996]



Heterogeneous Networks -- Networks composed of hardware and software supplied by multiple vendors usually implementing multiple protocols.



Identification and Authentication -- Verification of the originator of a transaction, similar to the signature on a check or a Personal Identification Number (PIN) on a bank card.  [CJCSI 6510.01A, 1996]



Imagery -- Collectively, the representation of objects reproduced electronically or by optical means on file, electronic display devices, or other media.



Indications and Warning -- Those are intelligence activities intended to detect and report time-sensitive intelligence information on foreign developments that could involve a threat to the United States or allied military, political, or economic interests or to US citizens abroad.  It includes forewarning of enemy actions or intentions; the imminence of hostilities; insurgency; nuclear/non-nuclear attack on the United States, its overseas forces, or allied nations; hostile reactions to United States reconnaissance activities; terrorist attacks; and other similar events.  [CJCS Joint Pub 1-02, Mar 94]



Information -- Knowledge such as facts, data, or opinions, including numerical, graphic, or narrative forms, whether oral or maintained in any medium.



Information Assurance -- The availability of services and information integrity.



Information Integrity -- The state that exists when information is unchanged from its source and has not been accidentally or intentionally modified, altered, or destroyed.  [Executive Order 12958, Apr. 95]



Information Security -- The Protection of information against unauthorized disclosure, transfer, modification, or destruction, whether accidental or intentional.  [FED-STD-1037B, 1991]



Information Superiority -- That degree of dominance in the information domain which permits the conduct of operations without effective opposition.  (Unclassified) [DoDD S-3600.1 (Draft), 1995]



Information System -- The organized collection, processing, transmission, and dissemination of information in accordance with defined procedures, whether automated or manual.  In information warfare, this includes the entire infrastructure, organizations, and components that collect, process, store, transmit, display, and disseminate information.  [DoDD S-3600.1 (Draft, 1995)]



Information Systems Security -- 1.  The protection of information systems against unauthorized access to or modification of information, whether in storage, processing, or transit, and against denial of service to authorized users or the provision of service to unauthorized users, including those measures necessary to detect, document, and counter such threats. [NSTISSI 4009, 1992]  2.  A composite of the means of protecting telecommunications systems and automated information systems and the information they process.  [FED-STD 1037B, 1991]



Information Warfare (IW) -- Actions taken to achieve information superiority by affecting adversary information, information-based processes, information systems, and computer-based networks while defending one’s own information, information-based processes, information systems, and computer-based networks.  [CJCSI 3210.01, 1996]



Infrastructure -- The framework of interdependent networks and systems comprising identifiable industries, institutions, and distribution capabilities that provide a continual flow of goods and services essential to the defense and economic security of the United States, to the smooth functioning of governments at all levels, and to society as a whole.  [CIWG]



Infrastructure Assurance -- The surety of readiness, reliability, and continuity of infrastructures such that they are:  (1) less vulnerable to disruptions or attack;  (2) harmed to a lesser degree in the event of a disruption or attack;  and (3) can be readily reconstituted to reestablish vital capabilities.  [CIWG]



Integrated Network Management -- Network Management is the set of activities to provide and establish networking and information processing resources, keep them operational, fine tune their operation, account for their usage, and support their protection from unauthorized use and tampering.  Typically, the term also refers to these management activities as well as a myriad of other management functions and activities, of greater or lesser scope, when any of these management functions and activities are applied.  Other management functions and activities may be associated with utilization.  Other resources may include general purpose information processing resources such as  computers, their system software and/or peripherals, the distributed multimedia applications they host, or the aggregate of all such resources together with the networking resources used to interconnect them.



Integrity -- Absolute verificaiton that data has not been modified in transmission or during computer processing.  [CJCSI 6510.01A, 1996]



Intelligence Estimate -- The appraisal, expressed in writing or orally, of available intelligence relating to a specific situation or condition with a view to determining the courses of action open to the enemy or potential enemy and the order of probability of their adoption.  [CJCS Joint Pub 1-02, Mar 94]



Interoperability -- The ability of two or more systems or components to exchange and use information.



Legacy -- Existing.



Local Area Network (LAN) -- A data network, located on a user's premises, within a limited geographic region.  Communication within a local area network are not subject to external regulation; however, communications across the network boundary may be subject to some form of regulation.



National Information Infrastructure (NII) -- The NII is a system of high-speed telecommunications networks, databases, and advanced computer systems that will make electronic information widely available and accessible.  The NII is being designed, built, owned, operated, and used by the private sector.  In addition, the government is a significant user of the NII.  The NII includes the Internet, the public switched network, and cable, wireless, and satellite communications.  It includes public and private networks.  As these networks become more interconnected, individuals, organizations, and governments will use the NII to engage in multimedia communications, buy and sell goods electronically, share information holdings, and receive government services and benefits. [NII Security:  The Federal Role, 1995]



National Security Systems -- Those telecommunications and information systems operated by the US Government, its contractors, or agents, that contain classified information or, as set forth in 10 USC Section 2315, that involve intelligence activities, involve cryptologic activities related to national security, involve command and control of military forces, involve equipment that is an integral part of a weapon or weapon system, or involve equipment that is critical to the direct fulfillment of military or intelligence missions.  [NSD-42, 1990]



Nonrepudiation -- The ability to prove the identity of  the sender and receiver of an electronic transmission, as well as to verify the transmission and receipt of the message, so that the parties cannot claim not to have  sent or received the transmission.  Digital signatures are the current non-repudiation technique of choice for the NII.



Open Network Architecture -- A regulatory framework imposed by the FCC on communications carriers (the long distance telephone carriers such as AT&T and the Regional Bell Operating Companies) which requires the carriers to provide competing service providers with access to basic communications services on an equal basis. [NIST Special Pub 800-11, Feb. 95]



Open System -- A system that implements sufficient open specifications for interfaces, services, and supporting formats to enable properly engineered applications software:  (a) to be ported with minimal changes across a wide range of systems, (b) to interoperate with other applications on local and remote systems, and (c) to interact with users in a style that facilitates user portability.



Open Systems Environment (OSE) -- The comprehensive set of interfaces, services, and supporting formats, plus user aspects for interoperability or for portability of applications, data, or people, as specified by information technology standards and profiles.



Open Systems Interconnection (OSI) Reference Model -- The adopted architectural model for network services in the DoD technical Architecture Framework developed for standardizing communications interfaces and protocols.



Operations Security (OPSEC) -- OPSEC is a process of identifying critical information and subsequently analyzing friendly actions attendant to military operations and other activities to: Identify those actions that can be observed by adversary intelligence systems; Determine indicators adversary intelligence systems might obtain that could be interpreted or pieced together to derive critical information in time to be useful to adversaries; Select and execute measures that eliminate or reduce to an acceptable level the vulnerabilities of friendly actions to adversary exploitation.  [Joint Pub 3-54, 1991]



Personal Communications Services (PCS) -- Personal Communications Services is a set of capabilities that allows some combination of terminal mobility, personal mobility, and service profile management.



Precedence -- A rank ordering assigned to indicate the degree of preference given in processing and protecting communications traffic.



Protocol -- A collection of rules, voluntarily agreed upon by vendors and users to ensure that equipment transmitting and receiving data understand each other.  Protocols comprise three major areas:  the method in which data is represented or coded; the method in which codes are received; and the methods used to establish control, detect failures or errors, and initiate corrective action.



Psychological Operations (PSYOP) -- PSYOP are operations planned to convey selected information and indicators to foreign audiences to influence their emotions, motives, objective reasoning and, ultimately, the behavior of foreign governments, organizations, groups, and individuals.  The purpose of PSYOP is to induce or reinforce foreign attitudes and behavior favorable to the originator’s objectives.  PSYOP are a vital part of the broad range of US political, military, economic, and informational activities.  When properly employed, PSYOP can lower the morale and reduce the efficiency of enemy forces and could create dissidence and disaffection within their ranks. [Joint Pub 3-53, 1993]



Risk -- The probability that a particular threat will exploit a particular vulnerability of the system.  [NSA, NCSC Glossary, Oct. 88]



Risk Analysis -- The process of identifying security risks, determining their magnitudes, and identifying areas needing safeguards.  Risk analysis is a part of risk management.  Synonymous with risk assessment. [NSA, NCSC Glossary, Oct. 88]



Risk Assessment -- Synonymous with risk analysis.  [NSA, NCSC Glossary, Oct. 88]



Risk Management -- The total process of identifying, controlling, and eliminating or minimizing uncertain events that may affect system resources.  It includes risk analysis, cost benefit analysis, selection, implementation and test, security evaluation of safeguards, and overall security review.  [NSA, NCSC Glossary, Oct. 88]



Security Management -- Security Management is one of the five major SMFAs described in the ISO�xe "ISO" \t "International Organization for  Standardization"� Management Framework and System Management Overview standards.  Security Management includes those actions taken to support combat of threats by identifying and logging users of sensitive resources, monitoring usage of sensitive resources, defining, identifying, and monitoring security-relevant events, creating, and analyzing audit trails of such events, users and usage, controlling certain aspects of security services and mechanisms, and controlling configuration.



Sensitive Information -- Information, the loss, misuse, or unauthorized access to modification of which could adversely affect the national interest or the conduct of federal programs, or the privacy to which individuals are entitled under 5 U.S.C. Section 552a (the Privacy Act), but that has not been specifically authorized under criteria established by an Executive Order or and Act of Congress to be kept secret in the interest of the national defense or foreign policy.  (Systems that are not national security systems, but contain sensitive information are to be protected in accordance with the requirements of the Computer Security Act of 1987 (P.L. 100-235).)  [NSTISSI No. 4009, January 1996]



Social engineering -- Deceiving human operators of information systems into revealing privileged information such as modem dial-in numbers and account passwords



Stovepiped Systems -- Vertically integrated systems that perform the whole range of functions required for a particular application. 



Tactical Warning -- 1.  A warning after initiation of a threatening or hostile act based on an evaluation of information from all available sources.  2.  In satellite and missile surveillance, a notification to operational  command centers that a specific threat event is occurring.  The component elements that describe threat events are:  Country of origin--country or countries initiating hostilities.  Event type and size--identification of the type of event and determination of the size and number of weapons.  Country under attack--determined by observing trajectory of an object and predicting impact point.  Event time--time the hostile event occurred.  [CJCS Joint Pub 1-02, Mar 94]



Technical Attack -- Attack that can be perpetrated by circumventing or nullifying hardware or software protection mechanisms, rather than by subverting system personnel or other users.  [NSTISSI 4009, 1992]



Transmission Security (TRANSEC) -- Component of communications security that results from the application of measures designed to protect transmissions from interception and exploitation by means other than cryptoanalysis.  [NSTISSI 4009, 1992]



Trashing -- Hacker term for physically searching garbage for useful information about the target site such as manuals, telephone numbers, passwords, proprietary information, internal memos, etc.



Utility -- An element of the DII providing information services to DoD users.  These services include DISA [DoD] Megacenters, information processing, and wide area network communications devices.  [ASD(C3I) Memo, 1994]
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