5.1 Analyze and Resolve Risks�xe "Process Improvement Process:Analyze Risks and Select Strategy step:Analyze and Resolve Risks activity"�


��This activity begins in Step 2, Analyze Risks and Select Strategy.�


	


Overview


The objective of this activity is to identify and resolve the risks associated with the identified alternatives for the process improvement program strategy and the cycle strategy. Program risks�xe "Risks:process improvement program"� occur at the strategic level; they are analyzed in the first two cycles and then reviewed in subsequent cycles. Cycle�xe "Risks:cycle"� risks occur at the tactical, or implementation, level and are analyzed in each cycle.


A risk is the potential for incurring undesirable results. Risk analysis�xe "Risk:analysis"� is a proactive management approach that first focuses on what can go wrong and then attempts to keep it from occurring. In this activity, you will concentrate on the factors, or risks, that may prevent program or cycle success. You will specifically address these risks in this step by evaluating the strategies defined in terms of any identified constraints. The primary result of this evaluation is a quantified list of risks for the program and/or the current cycle. After identifying and quantifying risks, you will evaluate possible risk mitigation�xe "Risk:mitigation"� strategies and commit, plan, and execute one of those strategies.


Create an electronic or paper trail (e.g., memos to a file) for this activity. Since you will screen and evaluate a range of strategies, documentation will help you, at a later date, justify and/or explain your reasons for your decisions. This document will be referred to as your risk management plan�xe "Risk Management Plan"�. Refer to Appendix F for an annotated template of a risk management plan.


The risk management plan should be regarded as an evolutionary document. You will document and mitigate as many risks as you can during this activity, but that does not preclude risks from being identified later in the cycle, especially during Step 3, Plan Improvements, and Step 4, Implement Improvements. 


Process Engineering With the Evolutionary Spiral Process Model (Software Productivity Consortium 1993b) provides detailed information on performing risk analysis and was the primary source for guidance for this activity. Additional guidance for supporting risk analysis can be found in Charette (1989) and the U.S. Air Force (1988).


	


Start Criteria


Use the following types of information and/or working knowledge as inputs to this activity:


•	Defined and approved objectives and constraints for the process improvement program and the cycle that all stakeholders support


•	Alternative program and/or cycle strategies that need to be analyzed


•	Any previous risk management plans, from either a process improvement or another organizational initiative


•	Any historical process improvement data


	


Tasks


In this activity, you will identify, analyze, and evaluate risks to your program and current cycle objectives and conduct a review of these results with the stakeholders. Then you will plan and execute risk mitigation strategies.


1. Identify and Analyze Risks.�xe "Risk:analysis"� Identify all risks to your current objectives, defined in the previous step, and understand the relationship between the risks to your objectives and the alternatives you defined. 


For each risk you identify, estimate the following:


•	Probability of Occurrence.�xe "Risk:analysis:probability of occurrence"� The probability of the event (risk) occurring. If there is no chance, then the event is not a risk. 


•	Cost of Occurrence.�xe "Risk:analysis:cost of occurrence"� The unfavorable outcome (consequences) if the event (risk) were to occur. The outcome must have a direct impact on your objectives. If there is no gain or loss, then the event is not a risk.


•	Frequency of Occurrence.�xe "Risk:analysis:frequency of occurrence"� The rate at which the event could occur over time. If the cost and probability of occurrence are constant, then the frequency of occurrence affects the amount of risk exposure. For example, an activity that is performed incorrectly once a week has an impact different from that of an activity that is performed incorrectly once a year.


•	Other Choices That Exist.�xe "Risk:analysis:choice"� The existence of other options. If no choices exist, then the outcome cannot be prevented, and the event must be viewed as a constraint.


In the first cycle, you look at the risks associated with the alternative process improvement strategies. Examine your program strategies in light of the objectives and constraints that you identified in Step 1, Understand Context. Look for potential inconsistencies or conflicts, and estimate the potential consequences (loss or gain) and the likelihood of each occurring. Document these risks in your draft risk management plan. 


The common barriers (risks)�xe "Process Improvement Program:risks"��xe "Risks:process improvement program"� to a process improvement program are described in the Software Engineering Process Group Workshop Survey conducted by Implementation Management Associates, SEI, and Masters Systems (1992):


•	Pressure to Meet Schedules. During chaotic times, management often has neither the discipline to adhere to a process nor the interest to initiate process improvement in the organization. The organization is faced with the “chicken and egg" problem: Management and staff want to improve the process, but cannot get away from schedule pressures long enough to improve the process. 


•	Misplaced or Inappropriate Rewards. Historically, software engineers are rewarded for “fire–fighting" activities. Improving the process focuses on establishing “fire–prevention" activities so that there are fewer fires to put out later. In most organizations, though, the reward and recognition systems are not aligned to motivate the desired behavior, i.e., fire prevention. 


•	Lack of Commitment of Middle Managers. Middle management may be uncommitted to process improvement for several reasons: They are unaware of the importance of process improvement to their management (authorizing sponsor); they and their staff do not directly report to the authorizing sponsor; or they are not convinced of the need for process improvement.


•	Lack of Key Resources. This barrier is similar to schedule pressure in that management is committed to process improvement, but does not have enough resources (people, money, or time) to follow through. It is best for management both to understand the level of resources required before committing to process improvement and to schedule those resources into the plan. Too often, process improvement activities are left out of planning and scheduling activities.


•	Lack of Clear Expectations. Most stakeholders typically do not have a good understanding of what management expects of them and of the implications of process improvement. Without clear expectations, they are free to believe whatever they perceive to be the expectations—which are usually negative.


•	Other Major Changes. Major changes cause organizational stress and can affect an organization's ability to handle yet another major change, such as process improvement. 


Process improvement program failure incurs both short– and long–term costs. The costs�xe "Process Improvement Program:costs of failure"� associated with this risk of failure, adapted from Implementation Management Associates (1992), include:


•	Short–Term Costs. You directly impact the organization by wasting resources (money, time, and people) and failing to achieve a stated business objective. Indirectly, the morale of your staff suffers because they may have invested their own time and energy into the process improvement program.


•	Long–Term Costs. A direct consequence of failure of a process improvement program is that the organization's long–term strategies are not accomplished. Indirectly, the staff may have reduced confidence in management's leadership ability and may increase their resistance to the next change, thereby making it more difficult to achieve success with the next change.


In this cycle, look at the risks associated with the alternative process assessment methods and risks associated with organizational issues, such as readiness�xe "Organization:readiness"�, culture�xe "Organization:culture"�, and stress.�xe "Organization:stress"� Document these risks in your draft risk management plan.


Potential organizational risks�xe "Risks:organizational"� that may be present in this cycle include the following are: 


•	Commitment has not been cascaded from the authorizing sponsor through all reinforcing sponsors.


•	The organization's reward system is not aligned with the behaviors needed to get to the desired state.


•	Rewards to the change agents for successful process improvements are unclear.


•	Process users do not feel a sense of urgency for process improvement, or the desired state is not compelling enough for them to make the required changes.


•	The experiences and skills of the PG members may be inadequate or unsuitably matched to the current cycle focus.


•	The SC may be ineffective as a team.


In subsequent cycles, you will both identify risks associated with the current cycle and review the process improvement program risks defined in earlier cycles to see if any changes are needed, based on the results of previous cycles. Document these risks in your draft risk management plan.


Examples of cycle risks�xe "Risks:cycle"� you may encounter include the following:


•	The experiences and skills of the PG and PAT members may be either inadequate or unsuitably matched to the current cycle focus.


•	Based on progress made in previous cycles, you might find that implementation and institutionalization are not moving quickly enough to enable the organization to see benefits. It is very hard for management to continue to support improvement efforts without seeing any progress made. Try to mitigate this risk by planning short–term activities (incremental progress) into the cycle, if possible.


•	Based on progress made in previous cycles, you might find that the improvements are not making the expected impact. You might mitigate this risk by looking at your cycle objectives to see if you are focusing on the proper areas.


2. Review Risk Analysis. This task provides an opportunity for team review and comment on the risk identification and analysis results. This review also provides an opportunity for additional risks to be identified. It may be necessary to repeat the previous task until consensus occurs on the identification and analysis of risks.


Have all stakeholders for this cycle review the draft risk management plan that includes these results. Incorporate their comments as needed. 


3. Evaluate and Plan Risk Mitigation.�xe "Risk:mitigation"� During this task you both identify strategies to reduce the cost and/or probability of risk occurrence to an acceptable level, and document the estimated cost and schedule for each risk mitigation strategy. Risk mitigation strategies generally fall into one or more of the following categories:


•	Risk Reduction. Reduce either the likelihood of a risk occurring and/or the magnitude of the risk. For example, the risk of a late delivery may be reduced by extending the schedule.


•	Risk Protection. Lessen the impact of a risk. Insurance is an example of risk protection. 


•	Risk Transfer. Reallocate risks to areas better able to handle them. 


•	Risk Contingency Fund. Establishes a reserve of resources that is set aside to compensate for any unplanned situations. The most common reserved resources are time and money.


•	Risk Acceptance. Accept the consequences when there may be no cost–effective means to avert a risk. 


It is possible for risk mitigation strategies to introduce new risks that detract from the anticipated benefits. For example, extending a schedule to reduce a delivery date risk may introduce a risk of contract noncompliance. Therefore, the impact of the risk mitigation strategies must also be identified, analyzed, and evaluated. 


For each of the alternate strategies, answer the following questions:


•	What does the strategy entail?


•	Is the strategy feasible?


•	Does the strategy seem effective to reduce risk to an acceptable level?


•	Will the strategy negatively impact another risk or objective?


•	What is the potential impact of new risks, if any, introduced by the strategy?


•	Does the strategy support cycle objectives?


•	Are the tactics and means for implementing the strategy consistent with cycle constraints?


•	Is the strategy cost–effective, or will it use more resources than can reasonably be expected to be saved through the risk mitigation?


Document the risk mitigation strategies in your draft risk management plan. This plan is enhanced later in the cycle. For each mitigation strategy, include:


•	Description of the mitigation strategy


•	Specific risk(s) that you will mitigate


•	Work breakdown structure (WBS) that lists the individual tasks that you need to accomplish, including an estimate of how long it will take to complete each task, when the task is to begin, and an estimate of the resources required


•	Any constraints that may affect this mitigation strategy


•	Criteria for success (i.e., when you will consider the risk[s] to be mitigated) 


Refer to Appendix F for an annotated template of a risk management plan.


4. Commit to the Risk Management Plan.�xe "Risk Management Plan:commit to"� This task is a mechanism for formally briefing all stakeholders on the contents of the draft risk management plan and the risk mitigation strategies.


Obtain consensus and commitment from the stakeholders for this cycle to the risk mitigation strategies. If consensus is not reached or commitment not secured, then the risk activities in Step 2 may need to be repeated.


5. Execute Risk Management Plan.�xe "Risk Management Plan:execute"� In this task, you execute the risk mitigation activities outlined in the draft risk management plan, developed in the previous task. Depending on the risk mitigation activities, you may need to involve all stakeholders.


Perform the risk mitigation activities as outlined in the risk management plan. For each risk mitigation activity, you may want to either complete one or more cycles, or spin off another spiral. 


	


Measures


In order to quantify resources spent on process improvement, and to improve the process improvement process itself, collect the following measures:


•	Time and effort spent identifying and analyzing risks


•	Number of risks identified and analyzed


•	Time and effort spent reviewing risk analysis


•	Number of persons involved in reviewing risk analysis


•	Time and effort spent evaluating and planning risk mitigation strategies


•	Number of risk mitigation strategies


•	Time and effort spent executing risk mitigation strategies


•	Number of persons involved in executing risk mitigation strategies


•	Time and effort spent developing the risk management plan


•	Size of the risk management plan (e.g., number of pages)


•	Quality of the risk management plan


	


Stop Criteria


This activity is complete when you have identified, analyzed, and mitigated any risks related to the alternative process improvement strategies and the alternative cycle strategies.
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