Draft Peer Review = Inspections Process from a Naval software operation


6 Inspections

Peer reviews and inspections of code and unit tests are a routine part of  Software development under executive policy located on the Intranet Web page.  Software inspections or peer reviews are described in detail in Michael Fagan’s 1976 article in the IBM Systems Journal.  This process description is compliant with practice requirements contained in the Software Engineering Institute’s “Capability Maturity Model for Software(, v1.1,” 1992.

Introduction

The purpose of an inspection is to detect and identify software product anomalies.  This is a systematic peer examination that

a) Verifies that the software product satisfies its specifications

b) Verifies that the software product satisfies specified quality attributes

c) Verifies that the software product conforms to applicable regulations, standards, guidelines, plans and procedures

d) Identifies deviations from standards and specifications

e) Collects software engineering data (for example, anomaly and effort data) (optional)

f) Uses the collected software engineering data to improve the inspection process itself and its supporting documentation (for example, checklists) (optional)

Inspections consist of three to six participants.  An impartial facilitator who is trained in inspection techniques leads an inspection.  Determination of remedial or investigative action for an anomaly is a mandatory element of a software inspection, although the resolution should not occur in the inspection meeting.  Collection of data for the purpose of analysis and improvement of software engineering procedures (including all review procedures) is strongly recommended but is not a mandatory element of software inspections.

Examples of software products subject to inspections include, but are not limited to:

a) Software requirements specification

b) Software design description

c) Source code

d) Software test documentation

e) Software user documentation

f) Maintenance manual

g) System build procedures

h) Installation procedures

i) Release notes

6.2 Responsibilities

The following roles shall be established for the inspection:

a) Moderator

b) Recorder

c) Reader

d) Author

e) Inspector

All participants in the review are inspectors.  The author shall not act as moderator and should not act as reader or recorder.  Other roles may be shared among the team members.  Individual participants may act in more than one role.

Individuals holding management positions over any member of the inspection team shall not participate in the inspection.

6.2.1 Moderator

The moderator shall ensure that the inspection is conducted in an orderly manner and meet its objectives.  Shall be responsible for planning and preparation as described in 6.5.2, 6.5.4, and 6.5.5.

6.2.2 Recorder

The recorder shall be responsible for administrative tasks pertaining to the inspection, shall be responsible for planning and preparation as described in 6.5.2 and 6.5.4, and 6.5.5.  The recorder should be responsible for collecting inspection data (if appropriate), and shall issue the inspection output as described in 6.7.  The recorder shall document anomalies, action items, decisions, and recommendations made by the inspection team.  The recorder should record inspection data required for process analysis.

6.2.3 Reader

The reader shall lead the inspection team through the software product in a comprehensive and logical fashion, interpreting sections of the work (for example, generally paraphrasing groups of 1 – 3 lines), and highlighting important aspects.  The moderator may also be the reader.

6.3.4 Author

The author shall be responsible for the software product meeting its inspection entry criteria, for contributing to the inspection based on special understanding of the software product, and for performing any rework required to make the software product meet its inspection exit criteria.

6.2.5 Inspector

Inspectors shall identify and describe anomalies in the software product.  Inspectors shall be chosen to represent different viewpoints at the meeting (for example, sponsor, requirements, design, code safety, test, independent test, project management, quality management, and hardware engineering).  Only those viewpoints pertinent to the inspection of the product should be present.

Some inspectors should be assigned specific review topics to ensure effective coverage.  For example, one inspector may focus on conformance with a specific standard or standards, another on syntax, another for overall coherence.  The moderator or recorder should assign these roles when planning the inspection, as provided in 6.5.2(b).

6.3 Input

Input to the inspection shall include the following:

a) A statement of objectives for the inspection

b) The software product to be inspected

c) Documented inspection procedure

d) Inspection reporting forms

e) Current anomalies or issues list

Input to the inspection may also include the following:

f) Inspection checklists

g) Any regulations, standards, guidelines, plans, and procedures against which the software product in to be inspected

h) Hardware product specifications

i) Hardware performance data

j) Anomaly categories 

The individuals may make additional reference material available responsible for the software product when requested by the moderator, or recorder.

6.4 Entry criteria

6.4.1 Authorization

Inspections shall be planned and documented in the appropriate project planning documents (for example the overall project plan, or software verification and validation plan).

Additional inspections may be conducted during acquisition, supply, development, operation, and maintenance of the software product at the request of project management, quality management, or the author according to local procedures.

6.4.2 Preconditions

An inspection shall be conducted only when both of the following conditions have been met:

a) A statement of objectives for the inspection is established

b) The required inspection inputs are available

6.4.3 Minimum entry criteria

An inspection shall not be conducted until all of the following events have occurred, unless there is a documented rationale, accepted by management, for exception from these provisions:

a) The software product that is to be inspected is complete and conforms to project standards for content and format

b) Any automated error-detected tools (such as spell checkers and compilers) required for the inspection are available

c) Prior milestones are satisfied as identified in the appropriate planning documents

d) Required supporting documentation is available

e) For a re-inspection, all items noted on the anomaly list that affect the software product under inspection are resolved

6.5 Procedures

6.5.1 Management preparation

Managers shall ensure that the inspection is performed as required by applicable standards and procedures and by requirements mandated by law, contract, or other policy.  To this end managers shall:

a) Plan time and resources required for inspection, including support functions as required by appropriate standards

b) Provide funding and facilities required to plan, define, execute, and manage the inspection

c) Provide training and orientation on inspection procedures applicable to a given project

d) Ensure that the review team members possess appropriate levels of expertise and knowledge sufficient to comprehend the software product under inspection

e) Ensure that planned inspections are conducted

f) Act on the inspection team recommendations in a timely manner

6.5.2 Planning the inspection

The author shall assemble the inspection materials for the recorder and moderator.

The moderator shall be responsible for the following activities:

a) Identifying, with appropriate management support, the inspection team

b) Assigning specific responsibilities to the inspection team members

The recorder shall be responsible for the following activities:

a) Scheduling the meeting and selecting the meeting place

b) Distributing inspection materials to participants, and allowing adequate time for their preparation

c) Setting a timetable for distribution of inspection material and for the return of comments and forwarding of comments to the author for disposition

As a part of the planning procedure, the inspection team shall determine if alternatives are to be discussed at the inspection meeting.  Alternatives may be discussed at the inspection meeting, afterwards in a separate meeting, or left to the authors of the software product to resolve.

6.5.3 Overview of inspection procedures

The author should present an overview of the software product to be inspected.  This overview should be used to introduce the inspectors to the software product.  The overview may be attended by other project personnel who could profit from the presentation.

The moderator shall assign roles.  The moderator shall answer questions about any checklists and the role assignments and should present inspection data such as minimal preparation times and the typical number of anomalies found in past similar products.

6.5.4 Preparation

Each inspection team member shall examine the software product and other review inputs prior to the review meeting.  Anomalies detected during this examination shall be documented and sent to the moderator or recorder.  The moderator and/or recorder should classify anomalies to ensure that inspection meeting time is used effectively.  The inspection leader should forward the anomalies to the author of the software product for disposition.

The moderator or reader shall specify a suitable order in which the software product will be inspected (such as sequential, hierarchical, data flow, bottom up, or top down).  The reader shall ensure that he or she is able to present the software product at the inspection meeting.

6.5.5 Examination

The inspection meeting shall follow this agenda:

6.5.5.1 Introduce meeting

The moderator shall introduce the participants and describe their roles.  The moderator shall state the purpose of the inspection and should remind inspectors to focus their efforts toward anomaly detection, not resolution.  The moderator should remind the inspectors to direct their remarks to the reader and to comment only on the software product, not their author.  Inspectors may pose questions to the author regarding the software product.  The moderator shall resolve any special procedural questions raised by the inspectors.

6.5.5.2
Establish preparedness

The recorder shall verify that inspectors are prepared for the inspection.  The recorder shall reschedule the meeting if the inspectors are not adequately prepared.  The recorder should gather individual preparation times and record the total in the inspection documentation.

6.5.5.3 Review general items

Anomalies referring to the software product in general (and thus not attributable to a specific instance or location) shall be presented to the inspectors and recorded.

6.5.5.4 Review software product and record anomalies

The reader shall present the software product to the inspection team.  The inspection team shall examine the software product objectively and thoroughly, and the recorder shall focus part of the meeting on creating the anomaly list.  The recorder shall enter each anomaly, location, description, and classification on the anomaly list.  During this time, the author shall answer specific questions and contribute to anomaly detection based on the author’s special understanding of the software product.  If there is a disagreement about an anomaly, the potential anomaly shall be logged and marked for resolution at the end of the meeting.

6.5.5.5 Review the anomaly list

At the end of the inspection meeting, the recorder should have the anomaly list reviewed with the team to ensure completeness and accuracy.  The recorder should allow time to discuss every anomaly where disagreement occurred.  The discussion shall not focus on resolution, but on clarifying what constitutes the anomaly.  

6.5.5.6 Make exit decision

The purpose of the exit decision is to bring an unambiguous closure to the inspection meeting.  The exit decision shall determine if the software product meets the inspection exit criteria and shall prescribe any appropriate rework and verification.  Specifically, the inspection team shall identify the software product disposition as one of the following:

a) Accept with no or minor rework.  The software product is accepted as is or with only minor rework (for example, that would require no further verification).

b) Accept with rework verification.  The software product is to be accepted after the moderator or designated member of the inspection team (other than the author) verifies the rework.

c) Re-inspect.  Schedule a re-inspection to verify rework.  At a minimum, a re-inspection shall examine the software product areas changed to resolve anomalies identified in the last inspection, as well as side effects of those changes.

6.5.6 Rework/follow-up

The recorder shall verify that the action items assigned in the meeting are closed.

6.6 Exit criteria

An inspection shall be considered complete when the activities listed in 6.5.5 have been accomplished, and the output described in 6.7 exists.

6.7
Output
The output of the inspection shall be documented evidence that identifies

a) The project being inspected

b) The inspection team members

c) The inspection meeting duration

d) The software produce inspected

e) The size of the materials inspected (for example, the number of text pages)

f) Specific inputs to the inspection, if applicable

g) Inspection objectives and whether they were met

h) The anomaly list, containing each anomaly location, description, and classification

i) The disposition of the software product

j) An estimate of rework effort and rework completion date(s)

The output of the inspection should include the following documentation:

k) The total preparation time of the inspection team

Although this standard sets minimum requirements for the content of the documented evidence, it is left to local procedures to prescribe additional content, format requirements, and media.

6.8 Data collection recommendations

Inspections should provide data for the analysis of the quality of the software product, the effectiveness of the acquisition, supply, development, operation and maintenance processes, and the efficiency of the inspection itself.  In order to maintain the effectiveness of inspections, data should not be used to evaluate the performance of individuals.  To enable these analyses, anomalies that are identified at an inspection meeting should be classified in accordance with 6.8.1 through 6.8.3.

Inspection data should contain the identification of the software product, the date and time of the inspection, the moderator, the preparation and inspection times, the volume of the materials inspected, and the disposition of the inspected software product.  The capture of this information can be used to optimize local guidance for inspections.

The management of inspection data requires capability to store, enter, access, update, summarize and report categorize anomalies.  The frequency and types of the inspection analysis reports, and their distribution, are left to local standards and procedures.

6.8.1 Anomaly classification

Anomalies may be classified by technical type.

6.8.2 Anomaly classes

Anomaly classes provide evidence of nonconformance and may be categorized, for example, as

a) Missing

b) Extra (superfluous)

c) Ambiguous

d) Inconsistent

e) Improvement needed

f) Not conforming to standards

g) Risk-prone, i.e., the review finds that, although an item was not shown to be “wrong,” the approach taken involves risks ( and there are known safer alternative methods)

h) Incorrect

i) Not implementable (i.e., because of system constraints or time constraints)

j) Editorial

k) Safety

l) Re-review

m) Approved

6.8.3 Anomaly ranking

Anomalies may be ranked by potential impact on the software product, for example, as

a) Major.  Anomalies that would result in failure of the software product or an observable departure from specification.

b) Minor.  Anomalies that deviate from relevant specifications but will not cause failure of the software product or an observable departure in performance.

6.9 Improvement

Inspection data should be analyzed regularly in order to improve the inspection itself, and the software activities used to produce software products.  Frequently occurring anomalies may be included in the inspection checklists or role assignments.  The checklists themselves should also be inspected regularly for superfluous or misleading questions.  The preparation times, meeting times, and number of participants should be analyzed to determine connections between preparation rate, meeting rate, and number and severity of anomalies found.

The moderator and/or recorder can act as a “chief inspector.”  The chief inspector acts as the inspection owner, and collects and feeds back data about the inspection.  This chief inspector should be responsible for the proposed follow-up on the inspection itself.

( CMM and Capability Maturity Model are registered copyrights of Carnegie Mellon University (SEI).






1
10/12/00

