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ABSTRACT

For many yearsit has been well understood that an organization’ s ability to perform aparticular activity is
dependent upon the maturity of the processes that the organization uses to perform the activity. Many
organizations have long had the problem of differentiating between a product or service offered by one
supplier and that of another when thefunctiondities of the productsarelargely smilar. Thevaue of many
products and services are much more than an assessment of thefunctionality of the product or serviceand
it isessentid to include the support aspects that the vendor or service providers offers as well asthe
confidence that the purchaser may have in the supplier organization and its products or services. In the
security community confidence is a contributory factor to assurance.

In the last few years, within the information technology (IT) community, considerable effort has been
devoted to the development of Capability Maturity Models (CMM). The Software and System
Engineering CMMs arewell established. Nearing completion isthe System Security Engineering (SSE)
CMM. The SSE-CMM includes provision for organization profiles based on the premise that different
typesof organization do not requirethe samelevel of maturity inal the processthat the organi zation uses,
and yet can Hill ddiver products and services that the purchaser may have ahigh leve of confidence in.
This paper presents an number of profiles, based on the SSE-CMM for different types of organizations,
along with the associated profile rationale.
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DESCRIPTION OF THE SSE-CMM MODEL

The SSE-CMM hasbeen devel oped taking asastarting point the System Engineering CMM (SE-CMM).
One of the underlying concepts of the SSE-CMM s that, to perform a particular activity well andina
repestable manner, certain processes must be present. How well that activity is performed is dependent,
at least in part, on the maturity of the process used to perform the activity, or part thereof. However, the
how of the processisnot critical, there are many ways of achieving a particular objective or performing a
particular activity. What isimportant are the objectives of the activity and what is achieved. The details
of the particular methodology are not important, but the maturity of the methodology, i.e. the maturity of
the processisimportant. It isthe maturity of the process that the SSE-CMM attempts to measure.

The model for the SSE-CMM is made up of a number of Process Areas (PAs). These PAs are
congdered to bethe basic fundamenta partsof themgority, if not dl, activities. The PAsthat go to make
up the SSE-CMM modd, are themselves divided into a number of parts called Base Practices (BPs).
Againitisnot the how of the BP that isimportant, it is the fact that the BP is performed. Each of the
identified BPsis consdered to contribute towards the effective performance of the PA, and therefore dll
BPswithinaparticular PA must beperformed. However, itiscons deredthat someorganizationswill have
no need to perform some PAS, due to the nature of their activities, and thus PAs are not mandatory for
compliance with the model.

The PAsthemsdves are divided into three categories, the engineering PAS, the project PAs, and the
organizationa PAs. Theproject and organizationa PAsareessentialy the sameasthose of the SE-CMM.
In someachange of focus hastaken place such that they are dedling with security engineering specifically
rather than systemsengineeringasawhole. 1t should also be pointed out at thisjuncturethat afundamental
tenant of the SSE-CMM isthat security engineering should be integrated with system engineering rather
than a separate entity. The engineering PAs have been specifically developed for the SSE-CMM.

The PAs are described below. 1n each case the title, description and objective of the PAs s included.

Additiond information related to each PA can be found in the SSE-CMM itself listed in the reference
section of this paper.

PROCESS AREAS
Security Engineering Process Areas
PA 01: Specify Security Needs

Summary description: The purpose of Specify Security Needsisto explicitly identify the needs rel ated
to security for the system. Specify Security Needsinvolves defining the basisfor security inthe systemin

© COPYRIGHT EWA-Canada 1996 12 October, 1996



Page 3 of 17

order tomeet dl legal, policy, and organi zationa requirementsfor security. These needsaretailored based

upon the target operational security context of the system, the current security and systems environment

of the organization, and a set of security objectives are identified. A set of security-related requirements

is defined for the system which upon approval becomes the baseline for security within the system.

Goals - A common understanding of security needs is reached between all applicable parties,
including the customer.

PA 02: Provide Security Input
Summary description: The purpose of Provide Security Input isto provide system architects, designers,
implementers, or users with the security information they need. This information includes security
architecture, design, orimplementationaternativesand security guidance. Theinputisdevel oped, anal ysed,
provided to and coordinated with the appropriate organization members based on the security needs
identified in PAOL Specify Security Needs.
Goals - Needed security input is identified.

. Timely and accurate security input is provided to appropriate parties.

PA 03: Verify and Validate Security
Summary description: Thepurposeof Verify and Vdidate Security isto ensurethat solutionsverifiedand
validatedwithrespect to security. Solutionsareverified against the security requirements, architecture, and
design using observation, demonstration, analysis, and testing. Solutions are validated against the
customer’ s operational security needs.
Goals - Solutions meet applicable security requirements.

. Solutions meet the customer's operational security needs.

PA 04: Attack Security

Summary description: The purpose of Attack Security, sometimes referred to as penetration testing, is
to identify existing system vulnerabilities and validate their potential for exploitation. Vulnerabilitiesare
discovered through active attacks against the system.

Goals - System vulnerabilities are identified and their potentia for exploitation is determined.

PA 05: Assess Operationa Security Risk

Summary description: The purpose of Assess Operationa Security Risk isto identify the security risks
involved with relying on an operationa system in a defined environment. This process area focuses on
ascertaining these risks based on an established understanding of how operationa capabilities and assets
are vulnerable to threats. Thisincludes activities that assess the operational impact that results from a
successful exploitation of avulnerability. This set of activitiesis performed any time during a system’s
life-cycleto support decisionsrelated to devel oping, maintaining, or operating the system within aknown
environment.

Goals - Anunderstanding of thesecurity risk associated with operating thesystemwithin adefined
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environment is reached.

PA 06: Build Assurance Argument

Summary description: Thepurposeof Build Assurance Argument istoclearly convey that the customer's
security needs are met. An assurance argument is a set of stated assurance objectives that are supported
by a combination of assurance evidence that may be derived from multiple sources and levels of
abgtraction. This process includes identifying and defining assurance related requirements; evidence
production and analysis activities;, and additiona evidence activities needed to support assurance
requirements. Additiondly, the evidence generated by these activitiesis gathered, packaged, and prepared
for presentation.

Goals - Thedegreetowhichwork productsand processes meet customer security needsisclearly

conveyed.

PA 07: Monitor System Security Posture
Summary description: The purposeof Monitor System Security Postureisto ensurethat all breachesof,
attempted breaches of, or mistakes that could potentidly lead to abreach of security are identified and
reported. Theexterna and internd environmentsaremonitored for al factorsthat may have animpact on
the security of the system.
Goals - Both internal and external security related events are detected and tracked.

. Unwanted incidents are responded to in an appropriate manner.

PA 08: Administer Security Controls

Summary description: Thepurposeof Administer Security Controlsisto ensurethat theintended security
for the system that was integrated into the system design, isin fact achieved by the resultant systeminiits
operational state.

Goals - Security controls are properly used and configured.

PA 09: Coordinate Security

Summary description: The purpose of Coordinate Security isto ensure that the appropriate parties are
aware of and involved with security engineering activities. This activity iscritical as security engineering
cannot succeedinisolation. Thiscoordinationinvol vesmai ntai ning open communi cati onsbetween security
groups, other engineering groups, and externa groups. V ariousmechanismsmay beused to coordinateand
communicate the security engineering decisions and recommendations between these parties, including
memoranda, documents, e-mail, meetings, and working groups.

Goals - Appropriate parties are aware of and involved with security engineering activities.
. Decisons and recommendations rel ated to security are appropriately communicated and
coordinated.

PA 10: Determine Security Vulnerabilities
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Summary description: The purposeof Determine Security Vulnerabilitiesisto determineandyticaly the
security vulnerabilities associated with a system. This process areaincludes such activities as analysing
systemassets, defining gpecificsusceptibilitiesandvul nerabilities, and providing an assessment of theoverdll
sysgem vulnerability. The terms associated with security risk and vulnerability assessment are used
differently in many contexts. For the purposes of this model, susceptibilities refer to exploitable
vulnerabilities, security holes, or implementation bugs within asystem that are likely to be attacked by a
threat. Thesesusceptibilitiesareindependent of any threat instantiation or attack. Oncethesesusceptibilities
are associated with a specific threat and a likelihood of being exploited, they are referred to as
vulnerabilities. Thisset of activitiesis performed any time during a system'’ s life-cycle to support the
decision to develop, maintain, or operate the system within the known environment.

Goals - Anunderstandingof systemsecurity vulnerabilitieswithinadefined environmentisreached.

Project Process Areas

PA 11: Ensure Quality

Summary description: The purposeof Ensure Quality isto addressnot only the quadity of the system, but
asothequdlity of the process being used to create the system and the degree to which the project follows
the defined process. The underlying concept of this process areaisthat high-quaity systems can only be
consgtently produced on a continuous basis if a process exists to continuously measure and improve
qudity. Inaddition, thisprocess must be adhered to rigoroudy and throughout the system lifecycle. Key
aspects of the processrequired to devel op high-quality systemsare measurement, anadys's, and corrective
action.

PA 12: Manage Configurations

Summary description: The purpose of Manage Configurations is to maintain data on and status of
identified configuration units, and to analyse and control changesto the system and its configuration units.
Managing the system configurationinvolves providing accurate and current configuration dataand status
to developers and customers. This process areais gpplicable to dl work products that are placed under
configuration management. An example set of work products that may be placed under configuration
management could include hardware and software configuration items, design rationale, requirements,
product data files, or trade studies.

PA 13: Manage Program Risk*

Summary description: The purpose of Manage Risk isto identify, assess, monitor, and mitigate risksto
the success of both the systems engineering activities and the overdl technical effort. This process area
continuesthroughout thelife of the project. Similar to the Plan Technica Effort (PA12) and Monitor and
Control Technicd Effort (PA11) process aress, the scope of this process area includes both the systems

! Note: This PA addresses Program Risk only. Operational Risk is addressed by PAOS.
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engineeringactivitiesandtheoverdl technica project effort, asthesystemsengineering effort ontheproject
cannot be considered successful unless the overall technical effort is successful.

PA 14: Monitor and Control Technical Effort

Summary description: The purpose of Monitor and Control Technical Effort isto provide adequate
vighility of actud progressand risks. Vishility encouragestimely corrective action when performance
deviates sgnificantly from plans. Monitor and Control Technica Effort involves directing, tracking and
reviewingtheproject'saccomplishments, results, andrisksagainst itsdocumented estimates, commitments,
and plans. A documented plan is used as the basis for tracking the activities and risks, communicating
status, and revising plans.

PA 15: Plan Technica Effort

Summary description: The purposeof Plan Technica Effort isto establish plansthat providethebasisfor
scheduling, costing, controlling, tracking, and negotiating the nature and scope of the technical work
involved in system devel opment, manufacturing, use, and disposal. System engineering activitiesmust be
integrated into comprehensive technical planning for the entire project. Plan technical effort involves
developing estimates for the work to be performed, obtaining necessary commitments from interfacing
groups, and defining the plan to perform the work.

Organization Process Areas

PA 16: Define Organization's Security Engineering Process

Summary description: Thepurposeof DefineOrganization'sSystemsEngineering Processisto createand

manage the organi zation's standard systems engineering processes, which can subsequently betailored by

aproject to form the unique processes that it will follow in developing its systems or products. Define
Organization's Systems Engineering Processinvol vesdefining, coll ecting, and maintaining the processthat

will meet the business goals of the organization, as well as designing, developing, and documenting

systems-engineering processassets. Assetsincludeexampleprocesses, processfragments, process-related

documentation, process architectures, process-tailoring rules and tools, and process measurements.

PA 17: Improve Organization's Security Engineering Processes

Summary description: The purposeof Improve Organization's Systems Engineering Processesistogain
competitiveadvantageby continuoudyimprovingtheeffectivenessandefficiency of thesystemsengineering
processesused by theorganization. Itinvolvesdevel opingan understanding of theorganization'sprocesses
inthecontext of theorgani zation'sbusinessgod s, analysingthe performanceof theprocesses, and explicitly
planning and deploying improvements to those processes.

PA 18: Manage Security Product Line Evolution
Summary description: The purpose of Manage Product Line Evolution isto introduce services, equipment,
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and new technology to achieve the optima benefitsin product evolution, cost, schedule, and performance
over timeasthe product line evolvestoward its ultimate objectives. An organization must first determine
theevolution of aproduct. Then the organization hasto decide how it will design and build those products
including critical components, cost-effective tools, and efficient and effective processes.

PA 19: Manage Security Engineering Support Environment

Summary description: The purposeof Manage Systems Engineering Support Environment isto provide
the technology environment needed to devel op the product and perform the process. Development and
process technology isinserted into the environment with agoa of minimizing disruption of development
activities while upgrading to make new technology available. The technology needs of an organization
change over time, and the efforts described in this process area must be re-executed as the needs evolve.

PA 20: Provide Ongoing Skills and Knowledge

Summary description: The purpose of Provide Ongoing Skillsand Knowledgeisto ensurethat projects
and the organi zation have the necessary knowledge and skills to achieve project and organizational
objectives. To ensurethe effective gpplication of these critica resourcesthat are predominantly available
only frompeopl e, theknowledgeand skill requirementswithintheorgani zationneed to beidentified, aswell
asthe specific project'sor organi zation'sneeds(such asthoserel ating to emergent programsor technol ogy,
and new products, processes, and policies).Needed skillsand knowledge can be provided both by training
withintheorganizationandby timely acquisitionfromsourcesexterna totheorganization. Acquisitionfrom
external sources may include customer resources, temporary hires, new hires, consultants, and
subcontractors. In addition, knowledge may be acquired from subject matter experts.

PA 21: Coordinate with Suppliers

Summary description: The purposeof Coordinatewith Suppliersisto addressthe needsof organizations
to effectively manage the portions of product work that are conducted by other organizations. Decisons
made as a part of this process area should be made in accordance with the Anadyse Candidate Solutions
process area (PA01). The genera term supplier is used to identify an organization that develops,
manufactures, tests, supports, etc., acomponent of the system. Suppliers may take the form of vendors,
subcontractors, partnerships, etc., as the business organization warrants. In addition to coordination of
schedules, processes, and deliveries of work products, affected organizations must have ashared avison
of theworking relationship. Relationships can range from integrated developer / supplier product teams,
to prime-contractor / subcontractor, to vendors, and more. A successful relationship between an
organi zation and asupplier dependson the capability of both organizations, and onamutual understanding
of the relationship and expectations.

CAPABILITY MATURITY LEVELS
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Aswas mentioned at the beginning, the SSE-CMM mode includes the notion of maturity levels. That is
to say, themannerinwhichan organization preforms, control s, supportsand monitorsaprocessdetermines
how maturethe processis, and how well the processwill be performed, and thus how good and repeatable
the results of that process will be.

The SSE-CMM defines sx maturity levels. Each of theselevelsis consdered to consist of anumber of
Generic Base Practices which support the performance of the process areas. Listed below arethe titles
and descriptionsfor each of the capability maturity levels. Additiona information can be obtained fromthe
SSE-CMM itsdlf.

Capability Level 0 - Not Performed

Description:  TheNot Performed level hasno common features. Thereisgenerd falureto performthe
basepracticesinthe processarea. Wheretherearework productsthat result from performing the process,
they are not easily identifiable or accessible.

Capahility Level 1 - Performed Informally

Description:  Base practices of the process area are generaly performed. The performance of these
base practicesmay not berigoroudy planned and tracked. Performance dependsonindividua knowledge
and effort. Work products of the process area testify to their performance. Individuals within the
organization recognize that an action should be performed, and thereis generd agreement that thisaction
is performed as and when required. There are identifiable work products for the process.

Capability Level 2 - Planned and Tracked

Description:  Performance of the base practices in the process area is planned and tracked.
Performance according to specified proceduresisverified. Work productsconform to specified standards
and requirements. Measurement isused to track processareaperformance, thusenabling the organization
to manage its activities based on actual performance. The primary distinction from the Performed
Informally level is that the performance of the processis planned and managed.

Capability Level 3 - Well Defined

Description:  Basepracticesareperformed according to awel |-defined process using gpproved, tailored
versonsof standard, documented processes. The primary distinction from the Planned and Tracked leve
isthat the process is planned and managed using an organi zation-wide standard process.

Capability Level 4 - Quantitatively Controlled

Description:  Detailed measuresof performanceare collected and analysed. Thisleadsto aquantitative
understanding of process capability and an improved ability to predict performance. Performanceis
objectively managed, and the qudity of work products is quantitatively known. The primary distinction
from the Well Defined leve is that the defined process is quantitatively understood and controlled.
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Capability Level 5 - Continuously Improving

Description:  Quantitative performance goals (targets) for process effectiveness and efficiency are
established, based on the business goals of the organization. Continuous process improvement against
these goalsis enabled by quantitative feedback from performing the defined processes and from piloting
innovativeideasand technologies. Theprimary distinction from the Quantitatively Controlled level isthat
the defined process and the standard process undergo continuous refinement and improvement, based on
a quantitative understanding of the impact of changes to these processes.

ORGANIZATIONAL PROFILES

The SSE-CMM isagpplicableto dl organisations that have any involvement with security engineering, or
any part thereof, regardless of size or the type of the organization. Thusit is applicable to product
deve opers, systemdeve opersandintegrators, informationtechnol ogy servicesproviders, specidist service
providers such astrusted third parties, and information technology user organizations. It isaso intended
that the SSE-CMM can and will be used in acquisitions to differentiate between suppliers of products or
sarvices, and a so asacontract requirement. However, it isrecognized that not al types of organization
will require that same level of maturity for all of the process areas. To address this aspect the model
includesthe concept of organizational profiles. Current thinking isthat profileswill be applicableto types
of organizations such a product vendors or system integrators, rather than individua organizations. This
does not preclude any organization having all its process areas a the sameleve of maturity or defining its
own unique profile.

Oneimportant aspect isthat dthough process areaare logical groupings of base practices they do not
define or mandate a particular organizationa structure. Dependencies exist between BPs and PAs and
must beborninmind, and taken into account in the devel opment of profiles. Anorganizationd profilethen
defines the level of maturity, by process area, for all process areas for atype of organization. The
remainder of this paper identifies a number of organization profile and describes the rationale for each
profile.

SSE-CMM ORGANIZATION PROFILES

The SSE-CMM does not include any actua organization profiles, although as has been identified, it does
includetheconcept of organization profiles. Profilesarecons dered animportant aspect of the SSE-CMM.
What follows are the suggested profiles for five organization types. It is anticipated that many more
organization profiles can and will be developed. The organization types selected are:
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. A security product developer,

. A systems integrator,

. A service bureau,

. A certification authority for public key certificates, and
. An IT user organization.

The profile for each of these organizations is introduced below aong with the associated rationale.

In constructing the profiles set out bel ow use hasbeen made of the SSE-CMM model and also information
and guidance onthe development of profilesand guidanceto organi zationson enhancing their maturity set

out in the SE-CMM.

SECURITY PRODUCT DEVELOPER

The SSE-CMM profile for adeveloper of security productsis set out in figure 1.

PRODUCT DEVELOPER

PA21

PA20 [

PA19

PALB ’#

PA17
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Continuously Improving
Quantitatively Controlled
Well Defined

Planned & Tracked
Performed Informally
Not Performed

Figure 1 - Profile for a Security Products development Organization
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As can been seen process areas related to product development activities are set at a higher level of
maturity, aswould be expected. The security engineering PAs are generdly assigned areduced leve of
maturity. Therationaefor thisisthat whilethey areimportant activitiesthey are not mainstream activities
for the organization, and are not constantly in use. If however, the product developer only produces
security products, thismay well change and the security engineering PAswould be assigned ahigher level
of maturity. The exceptionsto thisare PA02, PAG3, PAO6 and PA10. In this case these PAs focus on
identifying any vulnerabilities of the product, providing the security input to the product and verifying that
the security has been correctly and appropriately implemented. These, in the case of a security product,
are very important, particularly from the customer’s perspective. PA06 isincluded as assurance relates
to the trust that the purchaser can have in the security of the product and therefore is important from the
perspective of thevendor providing such confidencetothepurchaser. Thisinturnwill help thevendor sl
the product.

A SYSTEMS INTEGRATOR
The profilefor an Systems|ntegration organizationisshowninfigure 2. The profileisindependent of the

natureof thesystemsintegration being performed, or whether theorgani zation specialisesontheintegration
of security systems.
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SYSTEM INTEGRATOR
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Figure 2 - Profile for a Systems Integration Organization

Inthiscasethe highest level of maturity isrequired in those processareasthat contribute most significantly
to fulfilling the customers expectations. Thus, PA16 and PA17 which relate to the maturity of the
organizations security engineering processes are given the greatest attention aong with PA0G, Building
Assurance arguments and thus providing the customer with confidence, and finally PAO3 vaidating and
verifying that the security requirements have beenfulfilled. All other PAsare assgned to moderatelevels
of maturity onthepremisethat thepurchaser will ultimately berelyingontheresultsof theintegratorsefforts
and thus the security of the result must be adequate and reliable.

The PAsdo not only apply to the results of the undertaking but also the environment within which the
integration isundertaken. Thisisbecauseif the environment within which theintegration is performed is
not secure, thenvulnerabilitiescoul d beintroducedinto theresult viatheintegration environment. Theonly
exception to thisgenera approachis PA04, Attach Security. Inthiscaseit ispostulated that this activity
should be more afunction of the find product in the operationa environment. Thusit should fal to the
purchaser in the environment in which the system will ultimately be used.
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A SERVICE BUREAU

A service bureau performs some particul ar set of functionson behdf of the contracting organization. The
profile for aservice bureau is shown in figure 3. Because the service bureau tends to specialisein a
particular type of businessfunction, for example payroll, they can perform these function more effectively
and cheaply than the individual organization. A service bureau would normaly perform similar sets of
functionsfor multipleorganizations. Thetraditiona view of servicebureau operationsischanging. Insome
cases the service bureau is assuming responsibility for large parts of, or all of, the organizations I'T
operations. Thissgnificantly increasesthe client dependence upon the service bureau. Thisinturnraises
therequirement for trust and confidencefromtheclientsperspective, and theneed to supply that confidence
from the service bureau’ s perspective.

Trust must exist between the client and the service bureau that the client organizations information and
particular processeswill be safeguarded from disclosure and corruption, and that the service will be
performed in an appropriate time frame. There are many examples of organizations that could be
congdered to fall into this group including vendors of recovery facilities (hot site and cold sites), banks,

SERVICE BUREAU

P21 |

PA20 ‘

PA19

PA18 ‘
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[
I

PAL7
PA16 |
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@ MLO - Not Performed

Figure 3 -Profile for a Service Bureau
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credit verification organizations, traditional service bureaus, accountants, etc. Thus the PAs that
necesstatethehighest level of maturity arethosethat ensure separati on and security, and present assurance
arguments to the client organization, namely PA06, PAO7, PA08, PA10 and PA12. PAOL isconsdered
to be of relatively little concern asthetask of identifying security needs should be performed by the client
organization and communicated to the service bureau. PA21, Coordinate with suppliers, isconsdered to
be of rdatively low importancein thiscase. PA18isnot considered relevant for smilar reasons to those
given for the systemsintegrator. All other PAs are considered to be of moderate concern and in severa
cases are hecessary to support those of higher concern.

A CERTIFICATION AUTHORITY FOR PUBLIC KEY CERTIFICATES

Many security services currently make use of asymmetric cryptographic techniques as part of their
underlying mechanism. Examplesincludedigital sgnaturesand non-repudiation. For these servicesto be
effective, it must be possible to prove that a particular entity owns a public key. Thisisthe function
provided by a Certification Authority.

A Certification Authority performstheserviceof binding the public key with theassociated entity. Insome
respectsit isrelated to aservice bureau. However, it isdifferent inthat it isaso performing aservicefor
ageneral community, in So much asit authenticates the certificate, rather than aspecific client. Currently,
thereismuch discussion asto the policies and practices that should be followed by or mandated for CAs.
Regardless of the policies and practices that are followed by the CA, it is, and will always be, very
important that the assurance and trustworthiness of the CA is maintained. The SSE-CMM offers an
advantageinthat it doesnot stipul ateaparticul ar processto befollowed, leaving that up to the organization
itself, but does afford amethod of comparing the maturity of the process used, even when it is different.
This aspect will be most important as networks of CAs increase and greater cross certification arrises.

The profile shown in figure 4 is generic, agpplicableto dl typesof CA. Inahierarchica arrangement of
CAs the route CA may be required to be at a higher level of maturity than subordinate CAs. This
possibility and flexibility exists within the moddl.
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CERTIFICATION AUTHORITY
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Figure 4 - Profile for a Certification Authority

PAQ1, PAO5, PAO7, PA08 and PA10 are considered to be the ones that require the greatest attention,
and thusthe onesthat should be a the highest level of Capability Maturity. The organization will need to
make use of these process areas on aregular basis. Capability level 3, Well Defined, is considered
appropriate as these PAs focus on security needs, operational risk, security maintenance and
administration, and the identification of vulnerabilities.

PA02, PAO3, PA04 and PAOG of the security engineering group relate to providing security input,
verification and validation of security, advanced vulnerability testing and assurance are ill consdered to
be important, but do not require the same level of maturity. Also included in this middle section are the
projectgroup PA11, PA12 and PA 13, quality, configuration management and the management of program
risk. Organizational group PAs included in the middle section are PA16 and PA20, defining the
organizations security engineering practices and providing ongoing shills and knowledge, both of
condderableimportance. It isconsdered that the organization will use the processes on aperiodic bas's.

Theremaining PASPA09fromthesecurity engineering group, security coordination, PA15and PA16from
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the project group, monitor and control technica effort and planning technical effort, and PA17, PA18,
PA19 and PA21, from the organizationd group, improve organizations security engineering process,
manage security product line evol ution, manage security engineering support environment and coordinate
with suppliers are assigned to the lowest level of maturity for thisprofile. Thisis because PAsare likely
to beinfrequent activitiesand thushigher levelsof maturity would regplesser benefitsfor the organization,
even though the activities performed are important.

AN IT USER ORGANIZATION

AnIT User Organization iscons dered to be any organisation that makes use of information technology to
support, assst in the management of, or asapart of, itsoperations. In effect that meansthe vast mgjority
of organizations. Every organization has information that requires protection to varying degrees. The
protection may befrom the perspective of confidentidity of theinformation, from the need for accuracy or
integrity of theinformation, that the information must be available for use within specified timeframes, or
acombination of theabove. Thisnecessitatesthat theorganization usesmature processesfor security either
from within its own resources or from athird party source. Not to do soisto isto significantly increase

USER ORGANIZATION
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Figure 5 - Profile for a User Organization
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the risk and uncertainty related to the ongoing successful operation of the organization. The profilefor a
user organization is shown in figure 5.

Withthe preceding in mind it is assessed that PA09 the Coordination of Security and PAO5 Assessing the
Operational Risksrequirethe highest levelsof maturity. They areclosdly followed by PAOL, PAQ7, PAOS,
PA10 and PA20 dl of which are required to support the ongoing effectiveness of the security established
and communicating with the organization about security. The remaining PAs are not considered to be
required at the same level of maturity with the least being assigned to the security engineering activities
which should, for auser organization, be infrequent activities, and may be obtained from a third party
organization. PA04, PA18 and PA21 are not considered gpplicablein the generd casedueto their highly
specialised nature.

Theaboverepresentsageneralized modd applicableto dl typesof organization. However, any particular
business sector or individua organization may well wish to make adjustments for their own particular
gtuation and business. Itisbest if thisis performed with the assistance of expertswho arewell versed in
thedetailsof themode anditsuse, to avoid problemswith dependencies between PAs. 1t should be noted
that whilethe intent isthat the PAs are independent thereisinevitably some level of dependency between
PAs, and this aspect needs to be taken into account.

SUMMARY

The SSE-CMM provides amethod of assessing ongoing capability in parallel with the life cycle of the
product, systems or servicesrather than asasnap-shot at some discrete point in timeduring thelifecycle.
Inthissense it isdifferent from all other assessment gpproaches. That is not to say that it can or should
replace other assessment methods, thisis not the case. 1t should be used in conjunction with other snap-
shot typetechniques. However, itsdifferent view of the process does make the results produced uniquely
different and thoseresultshaveto be seeninthislight. They can not be compared with or usedinthesame
manner as other assessment results. Potential ways of using these new kinds of results are still being
realised, and new ones remain to be recognised. It currently appears that the results of an SSE-CMM
assessment can be used to support procurement activities and aso cross-certification activities between
public-key certificate certification authorities. Other potential uses of this nature are bound to arise.
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