

IT Services Management

A Practical Approach

To ITSM Assessment
White Paper

Prepared by: Rick Leopoldi
RL Consulting, November, 2001

Contents

ITSM Health Check Evaluation

Reference Guidelines for ITIL Best Practices
ITSM Health Check Evaluation

This evaluation is a high level qualification of ITSM preparedness and focus. It is meant to be a general guideline to denote ITSM maturity and priority areas that need further investigation and subsequent enhancement.

Metrics Description
There are 2 categories: Current State that is your estimation of status condition in the various ITIL best practice areas and Criticality Level that is the importance you place on each.

Current State:

Initial - Responsive and reactive mode of operation is typical. End user satisfaction is either unknown or needs to be improved. Most major ITSM areas have informal policies, practices, procedures, process, or guidelines. 

Stable - Important and critical ITSM functional elements have been identified and defined. Tactical and strategic ITSM integration plans are being developed. Major ITSM issues are identified and being addressed where applicable. The process of integrating ITSM within and across the enterprise is being strategically planned. Tactical issues are being resolved and those are not recurring. There is an increased amount of pro-active ITSM management taking place Service levels and problems are not worsening and in those appropriate situations are being enhanced. End user satisfaction is static.

Advanced - Various elements of ITSM are integrated within and across the enterprise. Re-active management is minimized with pro-active activities maximized and operational.

Optimized - IT is operating as a service organization throughout the enterprise with a primary focus on supporting business requirements and satisfying the end user community needs. ITSM best practices are aligned to the needs of the business and are in a continuous improvement model. IT infrastructure is qualified and quantified in accordance with business needs and requirements.

Criticality Level:

Low - Not currently needed, active, or required. Not causing tactical problems or issues. Not planned as a strategic area that needs to be addressed.

Medium - Currently needed, active, and required. Some tactical problems and issues are in evidence and being addressed proactively if possible but most often reactively.

High - Currently a critical area that is important both tactically and strategically. Problems and issues are commonplace and are addressed as soon as possible, proactively if possible but most often reactively.
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Healthiness Evaluation:

Any qualification question that has a current state of 3 or below and is of medium or high criticality are ITSM areas that should need further investigation. When multiplied together the result can be used as a Priority Level ranking. This derived ranking indicates the order in which to address these ITSM areas.

ITIL Service Support Areas

Configuration Management
Current State
Criticality Level
Priority Level

Is there a current inventory listing of all installed hardware and software?






Is there a current set of diagrams, listings, etc. of all physical and logical connections and/or inter-dependencies for the hardware and software?






Change Management
Current State
Criticality Level
Priority Level

Is there a current, centralized change management process in place for all changes to hardware, software, and applications environment?






Is it automated?






Is there a change meeting held on a periodic basis every month or less?






Is any change for hardware and software technology, O/S, Data Base, applications programs, data, and procedures included?






Release Management
Current State
Criticality Level
Priority Level

Is there a current set of procedures for releasing all new and changed hardware and software technology into production?






Applications programs?






Support services (Database, Email, etc. servers)?






Are documented fallback procedures in place?






Is there a current set of testing and verification procedures for all new and changed hardware and software technology being released into production?






Do these procedures include any necessary people expertise and processes?






Incident Management
Current State
Criticality Level
Priority Level

Is there a current set of procedures to monitor, track, and report incidents?






Is this done for all incidents (applications, hardware and software technology, testing or production, etc.)?






Are incidents handled reactively?






Is trending analysis applied to tracked incidents?






Is root cause analysis performed on incidents?






Problem Management




Do incidents, trending, or root cause analysis feed into the problem management process?






Is trending analysis applied to tracked problems?






Is problem correlation analysis performed?






Are incidents prevented by proactive problem management analysis?






Are there regularly scheduled meetings between IT and end users to discuss incidents, problems, and resolutions?




Service Desk




Is there a service desk?






Is there a direct communication linkage between Incident and Problem Management and the Service Desk function?






Does it handle any end user problem internal and external to IT?






Is there a feedback process to determine the level of end user satisfaction?






ITIL Service Delivery Areas

Availability Management
Current State
Criticality Level
Priority Level

Is there a current set of availability parameters and metrics?






Are they documented and distributed?






Do they include the applications programs?






Do they include O/S and other installed system servers such as database, email, etc.?






Do they linked to end user business requirements?






Do they include internal and external service providers of IT?






Are there regularly scheduled reports in a timely, cyclic fashion?






IT Service Continuity Management
Current State
Criticality Level
Priority Level

Is there a current disaster recovery or business continuity plan?






Has it been tested and verified for timeliness, applicability, and appropriateness?






Has a Business Impact Analysis been performed and does it reflect the current business continuity requirements?




Capacity Management
Current State
Criticality Level
Priority Level

Is there a current documented set of capacity planning processes?






Is it based on business plans or business drivers?






Does this plan output a hardware plan process?






Is the projected vs. actual monitored, tracked, and reported on a cyclic basis or is the capacity plan produced once and redone during the next cycle?




Service Level Management
Current State
Criticality Level
Priority Level

Does IT consider itself a critical department within the organization that provides services to the rest of the organization?






Does IT proactively plan, design, and implement solutions to meet customer requirements and achieve business goals?






Are there a current set of operating and service level objectives and agreements between IT and the applications areas?






Between IT and the end user business community?






Between IT and internal and external service providers (network, data base, vendors)?






Are these service level agreements documented?






Are they tracked, monitored, and enforced?






Are they re-negotiated on a regular basis?






Is there a current Service Catalog?






Does the Service Catalog contain service objectives based on business requirements in addition to an inventory of applications and systems?




Cost Management
Current State
Criticality Level
Priority Level

Is there a current inventory of all hardware and software technology?






Are the costs associated with it?






Are there costs associated with the resources and support of these technologies documented and managed?






Is there a charge back system in place?






Other ITSM Related Areas

IT Strategy Planning

Is there a current IT Strategic Plan that uses business plans and/or business drivers?

Does this plan address business goals and satisfying business requirements?

Is this plan tracked, monitored, and reported on a cyclic basis with the business end users?

Business Based Requirements

Is there a business strategy that defines and delineates IT solutions of hardware, software, and process? Is it qualified and quantified?

Does IT gather business plans and develop an IT Strategy plan around business requirements?

Customer Interfacing

Does IT have direct communication with the end user community in areas such as service level, availability, change management, incident, and problem management, etc.?

Does IT have identity of what they do and credibility of how well they do with the end user community? 

Operations Management

Is there a current set of documented day-to-day operational procedures?

Are these procedures for OS, hardware and software, applications, and support services, for testing and production environments?

Does the majority of operations personnel use these procedures in most circumstances?

Are these procedures kept in a central repository and up to date?

Reference Guidelines for ITIL Best Practices

Based on ITIL Foundations Educational material this is compiled for use as a general set of reference guidelines that can vary depending on unique requirements and applicability.

Configuration Management

Essentials

· Information about the IT infrastructure

· More than an asset register or inventory

· Tasks

· Identification, Status Accounting, Control, Verification, M.I.

· Role in assessing impact of changes

· Configuration item (CI):

· Categories, Attributes, Relationships, Status, Unique Ref. No.

· Includes changes from all sources such hardware, software, applications, etc.

· Scope and detail (value of the information)

· Building and maintaining a Configuration Management database (CMDB)

· Set metrics for baselines and Variants

· Supports all other processes

Best Practices

· Start early to establish the Configuration Management practice

· Emphasize importance of build

· Careful tool selection

· Discipline (enforcement) to use Change Process when making changes

· Automated discovery tools with resource inventory capability

· Value proposition - "You can only control what you can measure"

Business benefits

· Improves asset management

· Reduces risks from changes

· Leads to more effective user support

· Improves security against malicious changes

· Facilitates compliance with legal obligations

· Supports budget process

· Facilitates service level management 

Common roadblocks

· Establishing depth and breadth

· Interfaces to other systems where Configuration Item (CI) information is stored

· Data collection and maintenance of accuracy

· Roles and responsibilities in client/server environment

· Establishing owners for CI’s

· Over-ambitious schedules and scope

· Management commitment to importance of configuration management as a foundation block
Incident Management

Best practices

· Integrate with service level management.

· Place less emphasis on “pass-through” and more on “one and done.”

· Place less emphasis on reducing IT's costs and more on increasing business effectiveness.

· Position Help Desk as the primary interface to IT and use it to increase IT credibility throughout lines of business.

Business benefits

· Better utilization and increased productivity of skilled staff

· Fewer incidents and user difficulties with business applications

· Reduction in times to respond to users and to resolve incidents

· Greater client focus

· Earlier and more effective identification of problem areas

· Higher levels of IT service availability

· Comprehensive and accurate management information about the quality of service and user support

· Information to the business of the “health” of business applications

Common roadblocks

· How many Help Desks are enough?

· Interface and information sharing within large organizations

· Helpdesk is launched too early and gets swamped

· No process for functional escalation

· Tension between Helpdesk and other IT units

· Users try to bypass the system

· The director as Helpdesk

· Ineffective communication between development and Helpdesk (e.g. at roll-outs)

· Point solution impedes integration

Problem Management

Best practices

· Separate incidents and problems into distinct areas of responsibility with separate metrics.

· Emphasize containment and prevention of incidents.

· Go beyond operational environment to encompass systems and infrastructure development as well.

· Separate the PM process from the management of the PM process.

Business benefits

· Higher availability and less interruption to users by eliminating repeat incidents.

· Prevention of incidents from spreading across systems or even occurring at all through proactive analysis.

· Minimization of the consequences of service interruptions.

· Prevention of 'known errors' from elsewhere being introduced into this environment.

· Better training and communication with customers 

Common roadblocks

· Allocating support staff resources to incident and problem management.

· Limited integration between point solution tools.

· Poor communications between systems development and error control in the live environment.

· Lack of discipline in support teams

Change Management

Best practices

· Integrate with Configuration Management and Software Control & Distribution.

· Go beyond operational environment to encompass systems and infrastructure development as well.

· Separate the process and the management of the process.

· Assign ownership of process as independently as possible of the line hierarchy.

· Plan for urgent changes rather than making urgent changes via the normal change procedure.

Business benefits

· Integrate with Configuration Management and Software Control & Distribution.

· Go beyond operational environment to encompass systems and infrastructure development as well.

· Separate the process and the management of the process.

· Assign ownership of process as independently as possible of the line hierarchy.

· Plan for urgent changes rather than making urgent changes via the normal change procedure.

Common roadblocks

· Tracing life-cycle of a change, paper based systems overload easily

· Attempts to implement changes outside of procedure

· Involving outside suppliers

· Cultural clashes - acceptance of process discipline

· Excessive over-ruling for strategic expedience

· Over-zealousness can lead to analysis-paralysis
Software Control and Distribution

Best practices

· Physically store all operational software in a Definitive Software Library (DSL).

· Distribute all software from the DSL.

· Integrate SC&D with Configuration Management, Change Management and Process Integration.

· Control all software by release, version, and package policies.

· Separate the SC&D process from the management of the process.

· Include all procured software in SC&D's control.

Business benefits

· Physically store all operational software in a Definitive Software Library (DSL).

· Distribute all software from the DSL.

· Integrate SC&D with Configuration Management, Change Management and Process Integration.

· Control all software by release, version, and package policies.

· Separate the SC&D process from the management of the process.

· Include all procured software in SC&D's control.

Common roadblocks

· Establishing version and release policies with outside vendors

· Attempts to implement software outside of procedure

· Creating definitive software library

· Integrating DSL into an automated distribution environment

· Ensuring no circumvention of numbering policy

· Excessive over-ruling for strategic expedience

Capacity Management

Best practices

· Capacity requirements are demand-driven (linked to business) rather than reactive (derived from technology issues)

· Focus on customer "owned" metrics

· Basis in availability management

· Closely linked to cost management

Business benefits

· Ability to create and manage Service Level Agreements (SLAs)

· Reduced number of problems caused by lack of resources

· Increased end user satisfaction

· Increased system availability / resource utilization

· Improved capacity forecasting and budgeting capability

· Improved scheduling for upgrades and hardware installs

· Improved negotiating position

Common roadblocks

· Skill levels of capacity management staff

· Complexity of tools and tool integration

· Difficult to translate business requirements to system requirements to workloads

· Over-expectations of possible savings from implementing capacity management

· Difficult to manage customer expectations with respect to actual capacity and related costs

· Difficult to translate vendor benchmark results into realistic capacity characteristics in the production environment

Availability Management

Best practices

· Separate design from measurement

· Don’t separate it from contingency planning & control. That in a way also is Availability Management

· Use in cooperation with capacity, cost, and contingency management

· Let this process set the norms for measurement.

Business benefits

· Accurate baseline metrics, leading to more practical and accurate Service Level Agreements (SLAs)

· Accurate statistics leading to better supplier relations and support

· Improved quality and manageability of the IT infrastructure.

· Improved end user services by designing and meeting specific availability targets (SLAs)

· Improved service levels because of a proactive, rather than reactive, approach to problems

· Stronger cost justification and cost effectiveness of IT  

Common roadblocks

· Cost of Availability Management considered overhead and too expensive

· Difficult to quantify and cost users' availability requirements

· Hard to find experienced IT professionals

· Many tools needed to quantify baseline data

· Dependency on suppliers

· Understanding the IT infrastructure

Contingency Management

Best practices

· Integrate with and base on thorough Risk Analysis and Management activities

· Apply the "If it's not worth protecting, it's not worth doing!" approach

Business benefits

· Reduction the number of break and disasters that occur

· Reduction the impact of disasters that do occur

· Increased ability to recover from IT disasters in a controlled manner

· Reduction of lost time, providing greater continuity of service to users

· Minimal interruption to business

Common roadblocks

· Gaining commitment to staffing a Contingency Planning team

· Constrained to testing the plan on a production system

· Contingency Planning not included in departmental budgets

Cost Management

Best practices

· Clear distinction between costing and charging

· Linked to availability management, capacity management, and configuration management

· Customer-based charging

· Financing, benchmarking, and investments are seen as important disciplines

Business benefits

· Costing helps the IT Services Manager to ...

· base decisions about the services to be provided on assessments of cost-effectiveness, service by services

· make more business-like decisions about IT services and their related investments

· provide information to justify IT expenditures

· plan and budget with confidence

· understand the costs of failing to take advantage of strategic opportunities to justify the required expenditure (thereby providing value-added productivity)

· help the users understand the costs associated with the services that they utilize

Common roadblocks

· Skill levels of cost management staff, especially finding professionals with accounting and IT experience

· Political aspects of cost allocation

· Monitoring can be expensive

· Difficult to identify and determine customer-based charges

· Integration across functions and tools is essential for real leverage

· Lack of clear IS strategy and objectives

Service Level Management

Essentials

· We need to understand what we mean by “Service Management”

· Objectives

· Improve service quality (customer dependence)

· Measurable service levels

· Balance between customer demand and IT capabilities

· Tasks

· Manage customer relationships

· Create / maintain Service Catalogue

· Determine SLRs; Negotiate, prepare & monitor Service Charter, SLAs & OLAs and Service Improvement/Quality plans

· Minimum requirements for an agreement

· Period, service description, throughput, availability, response times, signature

· Other possible clauses

· Contingency arrangements, review procedures, change procedures, support services, customer responsibilities, housekeeping, inputs and outputs, changes

· General

· Ideally contracts are based on targets in the SLA

· SLAs must take account of underpinning contracts where these already exist

· SLAs can be organized by service or by customer

· The new generation of service management tools allows SLAs to overlap, usually defaulting to the higher level of service.

· SLAs must be monitored regularly and reviewed regularly

· Monitor to see if service is being delivered to specification

· Review to see if service specification is still appropriate.

· N.B. - the quality of IS underpins the success of business operations!

Best practices

· Emphasize contribution to business success as opposed to IT realities.

· Distinguish clearly between Service Level Management (process) and Service Level Agreements (contract).

· Base cost recovery on SLA as opposed to uniform charge-back.

· Construct SLAs with and for business units using common language.

· Implement Service Level Management to start at design and end with measurement of a service.

· Establish SLAs only within the context of a Service Level Management discipline.

· Formulate contractual relationships with (internal) suppliers to be consistent with SLAs.

Business benefits

· Establish more business-like relationships through measurable and realistic service level agreements.

· Accurately balance the service requirements of customers against the costs and complexity of providing those services.

· Accurately specify IT resources.

· Reduce unpredictable demand.

· Cut procurement costs through better information for on time negotiations with suppliers.

· Establish baseline for service improvements for greater customer satisfaction.

· Facilitate quick and objective resolution of disputes

Common roadblocks

· Customers have difficulty identifying requirements

· IT has difficulty identifying the customer

· Necessary disciplines are often not in place or not integrated with Service Level Management

· Differences between costing and charging not always appreciated by internal clients

· Investment often in a broad-based budget and not focused on a specific SLA, makes improvement difficult

· Managers often over-ambitious but not willing to invest in underpinning processes

· Lack of discipline in support teams
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