Section 2: Quality Management Systems and Standards

Introduction.

This section looks at the requirements of Software Quality Management Systems and the purpose, format, and content of Quality System Standards and Guides.

We shall start-off by looking at the elements of a Quality Management System.

Quality Management System Elements.

Effective Quality Systems control three things; 

· organisation, 

· resources 

· and procedures.

Organisation.

An organisation's structure, and the relationships between the elements in that structure, is crucial to quality.  Quality problems typically occur at interfaces between both individuals and departments.  It is at these points that responsibilities and authorities are generally poorly defined.  Through attention to it’s structure, an organisation must create the right balance between responsibility, authority and communication.

Any Quality Management System Standard fundamentally requires that the responsibilities, authorities, and interfaces are clearly defined and documented.

Resources.

Although it is undoubtedly stating the obvious, insufficient resources and inadequately trained or qualified personnel are major causes of quality problems.

Quality Management System Standards should always require that those people needed for the various activities should be identified and adequate provision of resources made. This is particularly clearly demonstrated when it comes to what are generically termed Verification Activities. 

Verification Activities cover 

· design review,

· inspection, 

· test and monitoring of design, 

· production, 

· installation and servicing processes or products, 

· and quality system audits.  

The requirement for adequate resources and properly trained and qualified personnel does not stop at verification activities. This requirement applies to all activities which may have a bearing on quality; ISO 9000 includes a specific requirement for personnel involved in product design and in performance of special processes such as test case selection and proof of correctness, to be properly qualified.

Procedures.

Procedures cover the way in which tasks are performed. Effective quality systems identify which tasks are critical to quality and provide the necessary documentation and controls to ensure they are performed properly. Quality Management Systems are best supported by Standards which;

a) identify the areas critical to quality, and, 

b) identify the type of activities that require procedural control. 

Depending on a particular development environment, some standards will be better than others for supporting the particular Quality Management System. 

Quality Management System Standards.

Since the term software engineering was first used in the 1960's a number of Quality System Standards have been produced.  Many areas that have, for a long time, been software intensive have driven the production of standards.  Hence, you can see such standards as;

· DOD 2167, 

· AQAP, 

· DEF-STAN 00-16, 

· FAA-STD-018.  

Professional, national and international bodies have also turned their attention to software standards, hence others such as BS 5760 pt 8, ANSI and IEEE standards.

In the nineties the ISO 9000 series of standards for Quality Management Systems has been adopted by the majority of the industrialised nations.  The 9000 series can be used in two different ways;

internally 
- in order to develop quality systems, 

externally 
- to support the development of contractual quality system requirements.

For software the relevant ISO 9000 Quality System Standard is: 

ISO 9001: 1994 - QUALITY SYSTEMS - Model for quality assurance in design/development, production, installation and servicing.  

However, ISO 9001 is a generic standard (it is designed for general application across industry and services).  A number of industrial sectors have successfully argued that the generic standard needs further guidance in their specific domain; for the software industry the International Standards Organisation produced:

ISO 9000-3 Guidelines for the application of 9001 to the development, supply and maintenance of software,.  

ISO 9000-3 acts as a guide for organisations for the development of a quality system that aims to be certified to ISO 9001. Organisations from the software sector, just like organisations from other industrial sectors that have further guidelines, are still certified to ISO 9001.  The software profession, itself, runs certification to ISO 9001 in the software sector.  ISO and national bodies have recognised that the processes of software production and software quality assurance are different from others.  Auditors of software quality systems have to be both software professionals and auditor-qualified. 

The Auditor.

There are various auditor roles. In the last section first, second and third party audits were introduced.  To recap...

First party audit is when an organisation assess itself.  This is normally done by the process of internal Quality Management System review, and client satisfaction surveys.

Second party audit is when an organisation and its products are audited at the behest of a purchaser against product or quality system standards selected by the purchaser.  Successful audit leads to the award of a certificate by certain major purchasers.

Third party audit is where an organisation is audited, at its own request and expense, by an external, impartial body.  The audit is invariably to a national or international standard.  For example, ISO9001.  The audit would examine the full range of an organisation's activities within an agreed business scope.  

Licensed Auditors have been trained, registered and are regularly monitored.

To quote from the guidance for Auditors using ISO9001, the task of the Auditor is to;

- confirm that the documented Quality Management System, QMS for short, has the capability to be effectively used in the management and the products of the organisation,

- confirm, by way of sample auditing, the use of the documented QMS in the management of current work,

- confirm that the practices employed meet the methods and principles contained in ISO 9001, taking into account the ISO guides such as ISO 9000-3.

In other words, the basic principles an Auditor applies are that a quality system is documented, implemented, and effective.  

Terms used by ISO 9001.

In order to clearly understand ISO 9001, we have to look at a few more terms used by it. This section quotes terms as defined in ISO 8402.

Quality Policy.

The overall intention and direction of an organisation regarding quality as formally expressed by top management.

This policy should be understood, implemented and maintained at all levels of the organisation.

Quality Management.

That aspect of the overall management function that determines and implements quality policy.

The responsibility for quality management belongs to top management.

Quality management includes strategic planning, allocation of resources and other systematic quality activities such as quality planning, operations and evaluations.

Quality System.

The organisational structure, responsibilities, procedures, processes and resources for implementing quality management.

Management uses the Quality System to fully describe how the objectives detailed in the Quality Policy are going to be achieved.  However, the quality system should only be as comprehensive as needed to meet the quality policy objectives.

Of all the terms used in Quality Standards, the terms Purchaser, Supplier, and Sub-contractor cause the most confusion.

A purchaser is the individual or organisation that recieves the products or servces delivered by the supplier.

The supplier is the organisation to which the requirements, contained in the quality standard, apply. 

A sub-contractor is any organisation which provides products or services to the supplier.

The structure of ISO 9000-3

While ISO 9001 is made up of a series of twenty clauses, ranging from management responsibility to statistical techniques, ISO 9000-3 categorises its clauses into three areas.  Activities can be clearly mapped between 9001 and 9000-3.  

The three areas in 9000-3 are; framework, life-cycle activities and supporting activities.  

Each of these three areas are constructed of activities.

The structure of ISO 9000-3.

Framework
Life-cycle Activities
Supporting Activities

management responsibility
contract review
Configuration management

quality system
purchaser's requirements specification
Document control

internal audits
development planning
Quality records

corrective action
quality planning
Measurement


design and implementation
Rules, practices and conventions


testing and validation
Tools and techniques


acceptance
Purchasing


replication, delivery and installation
Included software product


maintenance
Training

Review of Section 2.

This section has looked at QMS Elements, QMS Standards, the Auditor, terminology of ISO 9001, and the structure of ISO 9000-3.  Effective QMSs set specifications in three main areas: 

· organisation,

· resources,

· procedures.

Software QMS Standards have been under development since the 1960’s, software intensive industries, national and professional bodies all contribute to the work in this area.  In the 1990’s the ISO 9000 series of standards for QMSs has been adopted by the majority of industrialised nations. 

ISO 9001 is the generic quality systems standard and highlights areas and activities where management should take special care.  ISO 9001 is not industry-specific and requires interpretation by ISO 9000-3 before application to the specialised field of software development.  ISO 9000-3 is categorised into framework, lifecycle activities, and support activities.

The role of the Auditor is to certify that the QMS is documented, implemented and effective.

Tutorials on Section 2

ISO 9000-3.

Discuss the areas chosen for inclusion as clauses in ISO 9000-3 with respect to your own software development environments; which areas would receive the greatest attention, and which areas the least?.  

Process vs. Product.

It is said that effective QMSs control three things; organisation, resources, and procedures.  Discuss whether this statement can be reconciled with the viewpoint, that many people have, that quality is assessed on the basis of the product.

