COMM09 – Quality Management of IT

SOFTWARE RELIABILITY TUTORIAL 

Defining Reliability

Our basic definition of reliability is as follows:

The probability that the software does not fail (i.e., deviate from the required output by more than specified tolerances) during a specified period of time and in a specified environment. 

R(t) = probability of no failure in time interval 0 – t

Hence, F(t), the probability of failure in the interval 0 – t, is:

F(t) = 1 – R(t)

Modelling Reliability

Two models are introduced, which discuss faults and failure rates; the Basic and the Logarithmic Poisson Model.

Underlying the two models is the basic assumption that failures are related to faults lurking in the software.  The more faults there are, the more software failures will occur.  As faults are found and fixed, the rate of failure, sometimes called the failure intensity (i.e., the number of failures in a fixed time period) will decrease.  

Failure rate:




For further information on software reliability modelling, refer to:

'Software Reliability, Measurement, Prediction, Application'; Musa, Iannino, Okumoto, McGraw-Hill(1987), 

ISBN 0-07-044093-X.
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( - represents the failure rate (e.g. no. of failures per CPU minute or hour) at a certain point

( - represents the number of faults found 

(0 - represents the total number of failures, when the failure rate reaches 0

Taking an example:
The initial failure rate was 24; it has come down to 6.  150 faults have been found so far.  

How many faults will have been found when the failure rate becomes zero, i.e.there are no more failures, all faults have been found?

((() 
= 6 (the failure rate for the number of faults found so far, i.e., 150) 

(0 
= 24 (the initial failure rate, i.e., when 0 faults had been found)

· = 150 (the number of faults found so far)
6 = 24 (1 -         )

6 / 24 = 1 - (150 / ()

150 / ( = 1 - (6 / 24)

150 / ( = 1 - (1 / 4) = 3 / 4

4 x 150 / ( = 3

( = (4 x 150 ) / 3 = 200

2) LOGARITHMIC POISSON MODEL







· the graph shows an exponential decay (gradual decrease, (- (() will always be negative)

· 'exp' refers to the exponential of a number (hint: take a look at your scientific calculator)

· ( represents the decay (the decrease) in the failure rate (usually up to about 2%) as each failure uncovers a fault and the fault is fixed. ( is shown as a decimal, e.g., 0.02; it's formal name is; the failure intensity decay parameter
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Taking an example:
The initial failure rate is 10, 50  faults have been found, and the value for( is 0.02 (i.e., a 2% decay in failure rate) , what is the current  failure rate?

((() 
= The current failure rate: unknown
( 
= 10 (we know that the failure rate is 10)

(
= 0.02

· = 50 (we know that the number of faults found is 50)
((() = 10 e(-0.02 x 50)

((() = 10 e-1
((() = 10 x  0.368

((() = 3.68 (current failure rate)
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As time progresses you find new faults, so that the total number of faults found increases, but the rate at which you find them decreases, as earlier faults are fixed.





Note: that this basic model suggests that eventually there will be no failures, unrealistic, but still can be useful
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